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This article presents a model of information manipulation and political regime change. There is a
regime that can be overthrown but only if enough citizens participate in an uprising. Citizens are imperfectly
informed about the regime’s ability to resist an uprising and the regime can engage in propaganda
that, taken at face-value, makes the regime seem stronger than it truly is. This coordination game with
endogenous information manipulation has a unique equilibrium and the article gives a complete analytic
characterization of the equilibrium’s comparative statics. Holding fixed the number of signals available
to citizens, if the per-unit signal precision is sufficiently high then the regime is harder to overthrow. In
contrast, if the number of signals increases, so that both total signal precision and the regime’s costs of
manipulation rise together, then the regime is easier to overthrow unless there are strong economies of
scale in information control.
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1. INTRODUCTION

Will improvements in information technologies help in overthrowing autocratic regimes?
Optimists on this issue stress the role of new technologies in facilitating coordination and in
improving information about a regime’s intentions and vulnerabilities. The “Arab Spring” of
uprisings against regimes in Tunisia, Egypt, Libya, and elsewhere that began in December 2010
has led to widespread discussion of the role of modern social media such as Facebook, Twitter,
Skype, and YouTube in facilitating regime change. Similar discussion followed the use of such
Ei)zlglologies duringhglfll demonstrations against the Iranian regime in June 2009 (e.g. M,
Kl = ).

But optimism about the use of new technologies in putting autocratic regimes under sustained
pressure is hardly new; social media is only the latest technology to be viewed as a catalyst for
regime change. Simple internet access, cell phones, satellite television, radio, and newspaper

*This is an extensively revised version of a chapter from my UCLA dissertation. Previous versions circulated under
the title “Information and the limits to autocracy”.
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have all been viewed as potential catalysts too. And while information optimism has a long
and somewhat mixed history, it is also worth bearing in mind that the relationship between
information technologies and autocratic regimes has a prominent dark side. Perhaps the most well-
known examples are the use of mass media propaganda by Nazi Germany and the Soviet Union.
Moreover, it has become increasingly clear that recent breakthroughs in information technology
also provide opportunities for autocracies. During the Iranian demonstrations, technologies like
Twitter allowed the regime to spread rumors and disinformation W,M). Similarly, the
Chinese regime’s efforts to counter online organization make use of the exact same technologies
that o timlistzm_s-llllope will help in bringing regime change (Kalathil and Boad,[2003; [Fallowd, 2008
m, ).

So, should we be optimistic that recent breakthroughs in information technology will lead to the
collapse of present-day autocratic regimes? To help address this question, I develop a simple model
of information and regime change. While stylized, the model provides a number of insights into the
ways in which a regime’s chances of survival are affected by changes in information technology.
In particular, the model implies the degree of scale economies, if any, in the regime’s control
over multiple sources of information plays a crucial role in determining whether an information
revolution is likely to bring about regime change. For example, suppose an information revolution
consists of technologies such as newsprint, radio, and cinema that are relatively easily centralized
in the sense that, by investing in a large fixed propaganda establishment, the regime can then exert
influence over additional newspapers, radio stations, or cinemas at low marginal cost. Then the
regime may have sufficiently strong economies of scale in information control that its chances
of survival will increase. In contrast, if the technology is more decentralized, so that there are
diseconomies of scale in information control, then the model predicts the regime will become
easier to overthrow as the number of sources of information increases.

outlines the model. There is a single regime and a large number of citizens with
heterogeneous information. Citizens can participate in an attack on the regime or not. If enough
do, the regime is overthrown. The regime’s ability to withstand an attack is given by a single
parameter, the regime’s type. Citizens are imperfectly informed about the regime’s type and may
coordinate either on overturning the regime or not. The regime is informed about its type and
seeks to induce coordination on the status quo. It does this by taking a costly hidden action which
influences the distribution of signals so that citizens receive biased information that, taken at
face-value, suggests the regime is hard to overthrow. Citizens are rational and internalize the
regime’s incentives when forming their beliefs.

gives the article’s first main result: this coordination game with endogenous
information manipulation has a unique perfect Bayesian equilibrium. [Section 4] then turns to the
implications of changes in information precision, holding the number of sources of information
fixed. The second main result of the article is that the regime’s information manipulation
increases the regime’s ex ante chances of surviving when the intrinsic per-unit signal precision
is sufficiently high. If this per-unit precision is sufficiently high, then the regime survives
in all circumstances where it is possible for the regime to survive. then allows
for an increase in the number of signals, which simultaneously (i) increases the total signal
precision and (ii) increases the regime’s costs of information manipulation. These two effects
have offsetting implications for the regime’s chances of surviving. The third main result of the
article is that the net effect of an increase in the number of signals is to reduce the regime’s
chances of surviving—unless there are strong economies of scale in information control. This
section also discusses the model’s predictions in light of the historical relationship between
autocracies and information control. considers two extensions. [Section 7] concludes.
All proofs are in the Appendix. A supplementary online appendix contains further extensions and
discussion.
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1.1.  Effective information manipulation

Perhaps the most interesting feature of the model is that the regime’s information manipulation—
a form of signal-jamming—can be effective in equilibrium. The regime is informed and takes a
type-specific hidden action that cannot be directly observed by the individual citizens receiving the
information. While the citizens know, in equilibrium, the function mapping the regime’s type into
its hidden action, they must infer the specific value of the action jointly with making inferences
about the type itself. This distinguishes the setup from standard career concerns models, such
as [Holmstron (]1229), where the information sender is uninformed and chooses a single action
to maximize its expected payoff, thereby making it easy for receivers to deduce any bias in their
signals and respond accordingly. In my model, the extent to which signal-jamming is effective
depends on the signal precision. If signals are precise, clustered tightly about the mean, then it
takes only a small amount of bias to deliver a large shift in aggregate behaviour, and, consequently,
signal-jamming can be especially effective.

Moreover, the signal-jamming effect is amplified by the fact that information receivers
are playing a coordination game. It is common knowledge that the regime has the ability to
manipulate information and that any equilibrium manipulation tends to reduce the mass of
citizens who participate in an attack. Since individual actions are strategic complements, at
the margin this reduces every individual’s incentives to participate in an attack. In short, the
strategic complementarities amplify the effectiveness of any bias the regime is able to impart.
These coordination aspects of the model also distinguish the setup from standard models of
strategic information transmission, such as [Crawford and Sobel (]_I_Q&j), that focus on a single
sender and single receiver. As in such models, different types of senders are able to partially
pool in equilibrium. But whereas inlCrawford and Sobel such pooling takes the form of different
sender types choosing the same observable (and payoff irrelevant) message, here it takes the form
of different regimes choosing different but unobservable actions in a way that allows lower types
to mimic the strength of higher types and thereby reduce the size of the attack against them.

1.2.  Uniqueness

The model is also closely related tolAngeletos et afl (2006). Both my model and theirs start with
a coordination game with imperfect information—often referred to as a global amd]—and to
that add an informed policy-maker whose actions make information endogenous.m
show that an endogenous information structure can lead to equilibrium multiplicity even if the
underlying global game has a unique equilibrium. My model features a unique equilibrium despite
its endogenous information structure and in that sense is more reminiscent of standard global
games. The key reason for the uniqueness in my model relative to theirs is that in my setting the
endogenous signals are a monotone function of the regime’s type whereas inmﬁ the
endogenous signals are a non-monotone function that gives information receivers more common
belief as to whether the status quo is likely to prevail or not. The greater common belief in their
setting makes it easier to sustain multiple equilibria.

In short, this article provides a framework with a form of costly noisy signalling that, in contrast
with the indeterminacies of many signalling models, instead features determinate outcomes of
the kind familiar from standard global games.

g

1. SeelCarlsson and van Dammd @) and Morris and Shid { _m). Other political economy applications
of global games include Boix and Svolil €013), Bueno de Mesquitd 010), [Chassang and Padro-i-Miquel ) and
[Shadmehr and Bernhardd ).
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2. MODEL OF INFORMATION MANIPULATION AND REGIME CHANGE

There is a unit mass of ex ante identical citizens, indexed by i € [0, 1]. The citizens face a regime
that seeks to preserve the status quo. Each citizen decides whether to participate in an attack on
the regime, s; =1, or not, s; =0. The aggregate attack is §S:= fol sidi. The type of a regime 6 is its
private information. The regime is overthrown if and only if 6 <.

2.1.  Citizen payoffs
The payoff to a citizen is given by
u(si,S,0)=(1{0 <S}—p)si ey

where 1{-} denotes the indicator function and where p > 0 is the opportunity cost of participating
in an attack. A citizen will participate, s; =1, whenever they expect regime change to occur
with more than probability p. To focus on scenarios where individual decisions are not trivial,
I also assume that p < 1. Otherwise, if p>1, it is optimal for an individual to not participate
independent of 6 and S. With p < 1 the individual s; and aggregate S are strategic complements:
the more citizens participate in an attack, the more likely it is that the regime is overthrown and
so the more likely it is that any individual also participates.

2.2. Citizen information and media outlets

Citizens begin with common priors for 6, specifically the improper uniform on R. Citizens obtain
information about the regime from n > 1 identical media outlets. Each outlet j=1, ..., n releases
a report y and each citizen observes that report with idiosyncratic noise. In particular, citizen i
receives n signals of the form x;; =y +¢;; where the noise g;; is jointly IID normal across citizens
and media outlets with mean zero and precision & > 0. Crucially, media outlets report the regime’s
apparent strength y=04a, the sum of the regime’s true type 6 plus an action a >0 chosen b
the regime in an effort to convey a biased impression of how difficult it will be to overthrow
Citizens cannot directly observe this action a and must infer it jointly with inferring 6 itself.

The average signal of citizen i is x;:= %Zlexij, which is normal with mean y=60+4a and
precision & :=nd, proportional to n. Given the regime’s apparent strength y, the density of average
signals is

f&ily):=vap(Valxi—y),  y=0+a 2

where ¢(-) denotes the standard normal PDF. Since the average signal is a sufficient statistic, I
simply refer to this as the citizen’s signal for short.

2.3.  Regime’s costs of information manipulation

The regime’s choice of hidden action a is made after observing 9, i.e. the regime is informed. The
action a enters the citizens’ n signals symmetrically with cost C(a,n) to the regime. If a=0, the
regime pays no cost, C(0,n)=0 for all n. But for a> 0, the cost is strictly increasing in both
arguments, C, >0 and C,, >0, and convex in the hidden action, C,4, > 0. An important special
case is C(a,n)=c(n)a, i.e. where the marginal cost of taking action a is a constant c(n) > 0, with
c(n) increasing in n. To simplify notation, I suppress the exogenous parameter n and simply write
the cost function C(a) whenever no confusion ought to arise.

2. The supplementary appendix provides simple micro-foundations for this form of media report and also considers
heterogeneous media outlets, some of which pass on the manipulation and some of which do not.
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2.4. Regime’s payoffs

The gross benefit to the regime B(6,S) depends on whether it survives or not. If 0 < S the regime
is overthrown and obtains an outside option normalized to zero. Otherwise, if 6 > S, the regime
obtains a gross benefit § —§ from remaining in power. The key assumption here is that the benefit
is separable in 6 and S. Given separability, the linearity in 6 and S is without further loss of
generality and simply represents a normalization of the type. The benefit is strictly decreasing
in §, i.e. the regime wants to minimize the costs of unrest and so wants S small even when it
survives.
The net payoff to a regime can therefore be written

B(6,S)—C(a)=max[0,0 —S]—C(a). 3)

Observe that if 6 < S, the regime will choose a =0 and thereby obtain a net payoff of zero.

2.5. Equilibrium

A symmetric perfect Bayesian equilibrium of this model consists of individual beliefs (6 |x;)
and participation decisions s(x;), an aggregate attack S(y), and regime actions a(f) such that:
(i) a citizen with information x; rationally takes into account the manipulation y(6)=60+a(0)
when forming their posterior beliefs, (ii) given these beliefs, s(x;) maximizes individual expected
utility, (iii) the aggregate attack is consistent with the individual decisions, and (iv) the actions
a(f) maximize the regime’s payoff given the aggregate attack. In equilibrium, the regime is
overthrown if 8 < S(y(0)) and otherwise survives.

2.6. Standard global game benchmark

If there are no hidden actions, the analysis reduces to that of a standard global game. In
particular, if a(9)=0 for all , then each citizen has exogenous signal x; =6 +¢; and there is
a unique equilibrium, as inlCarlsson and van Dammd (1993) and[Morris and Shin (1998). In this
equilibrium, strategies are threshold rules: there is a unique 64 such that the regime is overthrown
for 6 < 65 and a unique signal x4 such that a citizen participates for x; < xy;q. These thresholds
are given by:

MORRIS—SHIN BENCHMARK. The equilibrium thresholds xy;,fyg simultaneously solve
Prob[ < Oys | xhis] = P(Va (O —x51s) =P 4
Problx; <Xy [0ns]= PV (x3ys —Oxis)) = Onis 5)

where ®(-) denotes the standard normal CDF and p is the individual opportunity cost of attacking.
In particular, 6} =1 —p, independent of «, and xy;g =1—p— >~ (p)//a.

The first condition says that if the regime’s threshold is 6y, the marginal citizen with signal
Xj =Xyjg €Xxpects regime change with exactly probability p. The second says that if the signal
threshold is xy;, a regime with 6 =6, will be indifferent to abandoning its position.

3. UNIQUE EQUILIBRIUM WITH INFORMATION MANIPULATION

The first main result of this article is that there is a unique equilibrium.



EDMOND INFORMATION MANIPULATION 1427

Proposition 1. There is a unique perfect Bayesian equilibrium. The equilibrium is monotone in
the sense that there exist thresholds x* and 6* such that s(x;)=1 for x; <x* and zero otherwise,
while the regime is overthrown for 6 < 0* and not otherwise.

A detailed proof is given in Appendix[Al Briefly, the proof involves first showing (i) that there
is a unique equilibrium in monotone strategies, and (ii) that the unique monotone equilibrium
is the only equilibrium which survives the iterative elimination of interim strictly dominated
strategies. Here in the main text I briefly characterize the equilibrium.

3.1.  Equilibrium characterization

Let X denote a candidate for the citizens’ threshold and let ©(x) and a(8, X) denote candidates for
the regime’s threshold and hidden actions given X.

Regime problem. Since citizens participate s(x;)=1 for x; <x, for any given X the
aggregate attack facing a regime of apparent strength y is simply

S)=0(Va(k—y), y=0+a (6)

(using the form of the signal density given in @) above). Since the regime is overthrown for
0 < ©(x), hidden actions are a(9,x) =0 for all 6 < ®(X), otherwise the regime would be incurring
a cost but receiving no benefit. For all 6 > ®(%), the regime chooses

a(6,%) € argmin [ d(Va( —0 —a))+ C(a)]. 7)

a>0

A key step in proving equilibrium uniqueness is to recognize that hidden actions are given by
a(0,x)=A(0 —x), where the auxiliary function A:R— R is exogenous and in particular does
not depend on the citizen threshold X. This function is defined by

A(t):=argmin[@(ﬁ(—t—a))—l—C(a)]. 8)

a>0
The regime threshold @(X) is then found from the indifference condition
O(}) =P(Va(E—OF) —A(ORF) — 1))+ C(A(ORF) —X)). )]

This condition requires that total costs equal total benefits at the extensive margin. For any given
candidate citizen threshold X, equations (8)—(@)) determine the regime threshold (%) and hidden
actions a(6,x)=A(6 —x) solving the regime’s problem.

Citizen problem. An individual participates only if they believe the regime will be
overthrown with probability at least p. Given X and the solution to the regime’s problem, the
posterior probability of regime change for an individual with arbitrary signal x; is

. ) 19D Jap(Ja(xi—6))do
Prob[f < OR) | xi, a(-, )] :=
rob[0 < O(X) | x;, a(-,X)] T Ja(Jata—0 —a@ 2)do

(using a(6,x)=0 for all §# <®(x) in the numerator). Writing the hidden actions in terms of
the auxiliary function a(6,x) =A(6 —X), evaluating at x; =X, and then equating the result to the



1428 REVIEW OF ECONOMIC STUDIES

opportunity cost p gives the indifference condition characterizing the citizen threshold

[0 Jap(SaG—ondo
[ Jap(JaG—6—A@ —ondo’

(10)

Monotone equilibrium. As shown in Appendix[A] there is a unique monotone equilibrium
with thresholds x* and 6* simultaneously solving conditions (@) and (IQ). The regime’s
equilibrium hidden actions are then given by a(6) =A(6 —x*) using the auxiliary function from
(). Akey step in the proofis showing that the posterior probability on the left-hand side of equation
(10 depends only on the difference ®(X)—x and is monotone increasing in this argument so that
(@@ can be solved for a unique difference 8* —x*. Similarly, the right-hand side of @) only
depends on the difference ®(X) — so we can take the unique solution 6* —x* from (IQ) and plug
it into the right-hand side of (@) to determine 6* separately.

The Appendix goes on to show that this monotone equilibrium is the only equilibrium.

4. EQUILIBRIUM INFORMATION MANIPULATION

The most interesting implication of this model is that the regime’s information manipulation—or
signal-jamming—can be an effective tool for increasing the regime’s ex ante chances of surviving.
[Section 4 Tlbegins the analysis by showing that the regime’s policy y(6) is monotone in #, a general
result that obtains independent of precise details of the equilibrium.[Section 4 2]then specializes to
the case of a linear cost function. This permits a simple characterization of the entire equilibrium,
not just the signal-jamming policy. Section 4.3]then shows that, for a given number of signals 7,
the regime’s signal-jamming will be effective in equilibrium if the per-unit signal precision & is
sufficiently high. Section 4.4] provides further intuition and explains how these results relate to
standard models in the literature.

4.1. Signal-jamming policy

To understand the regime’s signal-jamming problem intuitively, it is helpful to recast the problem
in slightly more general terms. In particular, let B(6,S) denote the regime’s gross benefit from
surviving and let S(y) denote the aggregate attack facing a regime that chooses apparent strength
y>6. For the moment, S(y) can be anything—no equilibrium properties need to be imposed at
all. In these general terms, the regime’s policy is

y(0) € argmax [B(0,S(y)) — C(y—6)] an

y=0
with B(6,S) =0 whenever the regime is overthrown. We then have:

Proposition 2. [f B(0,S) satisfies the Spence-Mirrlees sorting condition Bgg <0, then for any
aggregate attack S(y) the solution y(0) to ((L1) is increasing in 0.

The proof is given in Appendix[Al The key steps are to observe (i) that for given 6, at any interior
solution higher values of y cost more and so will be chosen only if they reduce S(y), and (ii)
since B(#, S) satisfies a sorting condition in 6 and S, stronger regimes are at least weakly better
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off from a smaller attack than are weaker regimesE hence stronger regimes are more willing, at
the margin, to pay the cost of choosing a larger y.

This monotonicity result is intuitive, but, since the form of S(y) is left open, we do not yet
know if this policy will be effective in equilibrium.

4.2.  Equilibrium with linear costs

To study the equilibrium problem, I first specialize to the case of linear costs, C(a):=ca for
some constant ¢ > 0. This gives rise to a simple form of signal-jamming and permits an exact
characterization of the conditions under which the signal-jamming is effective.

Overview of the regime’s problem. With linear costs, if the choice of y is to induce
survival it must minimize S(y)4-cy subject to the constraint y > 6. Since the first-order condition
for interior solutions is —S’(y)=c, all regimes with interior solutions choose the same apparent
strength y*. Corner solutions can arise for two reasons: (i) for all 6 such that 6 < S(y*)+c(y* —6)
the regime is too weak to sustain the cost of taking y* and hence is overthrown, and (ii) for all
6 > y* the innate strength of the regime is sufficiently high that they do not need to undertake any
costly manipulation (i.e. the non-negativity constraint y >6 is binding). All regimes at a corner
simply have apparent strength equal to actual strength, y(6) =6. All regimes that are at an interior
solution have y(6) =y*. In short,

: % kk

O I (12)
The cutoff 6* is just the threshold above which the regime survives and is implicitly determined
by the indifference condition 6* =S(y*)+c(y* —0™*). The higher cutoff 6** is simply equal to the
apparent strength y* since it is the smallest regime type for which the non-negativity constraint
y* >0 is binding. illustrates. Observe that the lower cutoff * necessarily lies in [0, 1]
since no regime with 6 < 0 can survive and any regime with 6 > 1 must survive. The upper cutoff
0** may be greater than 1 though. Even when the regime survives, it prefers S to be small (to
reduce the costs associated with insurrections).

To summarize, regimes that are sufficiently weak and that will be overthrown, 6 <6*, do
not engage in any manipulation. Regimes that are sufficiently strong, 6 >60**, have enough
innate ability to resist an attack that they do not engage in any costly manipulation to shore
up their position. Only intermediate regimes 6 € [6*,0™*) find it worthwhile to pay the costs of
manipulation in equilibrium and all these intermediate regimes mimic the strength of a strong
regime, 6**,

No manipulation, Morris—Shin outcome. Intuitively, when the cost of manipulation is
sufficiently high, no regime will find it worthwhile to manipulate and the unique equilibrium will
coincide with the Morris—Shin outcome. Since the aggregate attack is S(y) = ®(/a(x* —y)), the
first-order necessary condition —S’(y)=c can be written

Vag(Vax* -y ) =c. 13)

3. I thank an anonymous referee for suggesting this line of argument. Observe also that since the regime’s payoff
B(6,S)—C(a) is separable in a, the condition Bys <0 implies that the regime’s indifference curves in (S,a) satisfy a
standard single-crossing property.
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apparent strength
y(0) =0+ a(9)
A

0% prmmmms all regimes 6 € [0*,0**) pool

on the same signal distribution
in equilibrium

.
5

; o* 9+ regime type 6

FIGURE 1

Signal-jamming with linear costs
Notes: Apparent strength y(0) =6 +a(6) when the regime has linear costs of manipulation. All regimes with 6 <6* are
overthrown. All regimes with 6 € [0*,6**) choose the same apparent strength y* =6** and thus generate the same signal
distribution in equilibrium. They mimic a stronger regime 6** and generate signals for the citizens that are (locally)
uninformative about 6.

Observe that ¢/./a must be sufficiently small for this condition to have a solution[l In particular,
a necessary condition for the existence of an interior solution is that ¢//a < ¢(0) where ¢(0)=
1/+/27 ~0.399 is the maximum value of the standard normal density. If ¢//a > ¢(0), then the
signal precision « is too low relative to the cost of manipulation and all regimes are at a corner
with y(6)=46. In this case, 60* =9{§IS =1—p and 6** =6*. In contrast, if the signal precision is
high, some regimes will engage in information manipulation.

Active manipulation. In particular, let g(c)::(c/qﬁ(O))2 denote the smallest precision
such that (I3) has a solution. Then all regimes that manipulate choose apparent strength

yr=x"+y (14)
where the parameter y solves /a¢(/ay)=c, that is

1

y=[~log (i) -0,  a>a(c). (15)
o a(c)

The signal-jamming is acute. All regimes that manipulate information pool on the same

distribution of signals, i.e. all regimes 6 € [0*,0**) generate a mean of y*=60** with signals

x; =y*+e¢; that are locally completely uninformative about 6.

Size of the attack. Now let S(y(0)) denote the size of the aggregate attack facing a regime
of type 6 when the signal-jamming has this form. Using (I2) and ([I4), the attack is

P(Va(x*—0)) if 0 ¢ [6%,0™)

S(y(e»:{ O(—ay)  ifOE0*,0%)

(16)

4. This first-order condition may have zero or two solutions. If there are two solutions, it is straightforward to
show that only the larger of these satisfies the second-order condition.
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1
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0.8 . size of the attack S(y(0))
. . jumps down at 6*

= !
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8 S(y™) '

- 0.2 : :

. 1 1

1 1

1 1

1 1

1 1

0] o* 1 o**
regime type, 0

FIGURE 2
Manipulation leads to discrete fall in size of the attack
Notes: All regimes with 6 € [0*,0**) choose the same apparent strength y* =60** =x* 4y and consequently face the
same sized attack S(y*) = ®(—+/ay). All regimes that do not manipulate have y(6)=6 and face the attack
S(¥(0))=P(/a(x* —0)). Observe that the attack is continuous at the upper boundary 6**.

Manipulation to convey a higher apparent strength causes the size of the attack to drop
discontinuously at the regime threshold 6*. As shown in [Figure 2] at 6* the size of the attack
jumps discretely from ®(/a(x* —6*)) down to the lower value ®(/a(x* —y*))=d(—/ay).
All regimes that manipulate face the same-sized attack, ®(—./ay).

Is manipulation effective in equilibrium? Thus, asin classic signalling games, the regime
is able to send a (noisy) signal in equilibrium and this enables some weaker regime types to pool
with stronger regime types. But, at the risk of repetition, this pooling tells us nothing about
whether the signal-jamming is effective in equilibrium. It may be that the only regimes that are
able to imitate stronger regime types are those regimes that would have survived in the absence of
the signal-jamming technology. Moreover, it may be that some weak regimes that would survive
if they could commit to not use manipulation are overthrown because they cannot make that
commitment. Put differently, the discussion so far has taken the thresholds 6* and 6** as given.
But these thresholds are endogenous and, in principle, may shift strongly against the regime so
that in equilibrium information manipulation is ultimately ineffective.

It turns out that manipulation is effective when the per-unit signal precision is sufficiently
high. But to see this we have to solve the rest of the model.

Solving the model with linear costs. To complete the solution, recall that an individual
citizen participates if they believe the regime will be overthrown with posterior probability at least
p, that is, if Prob[6 <6*|x;,y(-)] > p. For the marginal citizen with signal x; =x* this condition
holds with equality so that

17 Jad(Jax* —6))d6 _,
%2 Jad(Jalxs —y(©6))do

Prob[6 < 6™ |x*,y()]=
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(since y(0) =0 for 6 <6*). After collecting terms
« e P [T ,
O[O —x*)]= . Vap(Ja(x* —y(6)))db. (17)

For the special case of linear costs, the integral on the right-hand side can be calculated using the
first-order condition (I3)), giving

/9.* Vag(Va(x* —y(6))db = (x* —6*+y)c+d(—ay) (13)
(since y(0) =6 for § >6** and 0** =y* =x* +y). Plugging this back into (7 gives
OV —= 2 [ =0yt B(—Vay)]. (19)

It is straightforward to show that there is a unique threshold difference 6* —x* that solves this
equation. The regime threshold 6* is then determined using the indifference condition (@) which,
with linear costs, can likewise be written

0% =" —0"+y)c+d(~Vay) (20)

where the difference * —x* on the right-hand side is uniquely determined by (I9) above.
With the equilibrium thresholds x*,0* determined by (I9)-@0), we can now derive the
conditions under which information manipulation is effective for the regime.

4.3.  Effectiveness of information manipulation

I measure the effectiveness of signal-jamming by its ability to reduce the regime’s threshold
6* below the Morris—Shin benchmark 6y =1—p. A lower 6* increases the regime’s ex ante
survival probability by making it more likely that nature draws a 6 >6*. In principle, it might be
the case that lower 6* is achieved through large, costly, actions that give the regime a lower net
payoff than they would achieve in the Morris—Shin world. But it turns out that, for sufficiently
high signal precision, the fall in 6* also represents a genuine increase in payoffs.

In this section, I focus on results holding fixed the number of signals n (and hence holding
fixed the regime’s cost function) so that an increase in the per-unit precision & is identical to an
increase in the total precision & =na. Since these results hold » fixed but allow for any marginal
cost ¢ > 0 there is no loss of generality in setting n=1 so that « =@&. In[Section 3] I return to the
case of a change in the number of signals » that simultaneously changes both the total precision
of information and the regime’s cost function.

Effective manipulation when signal precision is high. The main result here is:

Proposition 3. For signal precision a sufficiently high, the regime threshold 0* is strictly less
than the Morris—Shin benchmark 03 = 1 —p. In particular, for each c there is an a(c) such that:
(i) for a <a(c) all regimes are at a corner with y(0)=0 for all 0 and 6* =¢9f\‘j[s; otherwise (ii)
Jor a>a(c), regimes 0 €[6*,0**) are at an interior solution and there is a critical precision
o*(c,p) > a(c) given by

o*(c,p)i=a(c)exp (max [o, ¢—1(p)]2> 1)
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regime threshold 6*

11+ 1+
1—p 3
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« signal precision a

FIGURE 3
Information manipulation is effective when signal precision « is sufficiently high
Notes: The left panel shows the case when p < 1/2 and the regime threshold 6™ is monotone decreasing in the precision
«. The right panel shows the case when p > 1/2 so that 6* is non-monotone in «. In both cases, for low enough
precision (o < a) the regime threshold coincides with the Morris—Shin benchmark 6y =1 —p while for high enough o
the threshold is less than 1 —p.

such that

ad
8—9* <0 forall a>a*(c,p) (22)
a

with limg_s 00 0™ =0, less than the Morris—Shin benchmark.

There are two cases to consider. First, when the opportunity cost of attacking the regime is
low, p < 1/2, then all that matters is whether the signal precision « is high enough to induce any
regime to manipulate. If so, the regime threshold is monotonically declining in « and so for all
o >« the regime threshold is less than the Morris—Shin benchmark. This is shown in the left
panel of Second, if the opportunity cost of attacking the regime is high, p>1/2, then
the regime threshold is “single-peaked” in «, reaching a maximum at o* > ¢ before declining
thereafter. This is shown in the right panel of’ In either case, in the limit as o — oo, the
regime threshold 6* — 0 for any fixed ¢ and p.

Even the most fragile regimes can survive. This result is striking. As the precision
becomes sufficiently high, all the regimes that can survive, do survive. To see an extreme
example of this, consider an economy with opportunity cost p— 0 so that it requires almost
no individual sacrifice to participate in an attack on the regime. In the Morris—Shin benchmark,
we would have 61\7[5 — 1 and only the strongest regimes, those with 6 > 1, can survive. But with
information manipulation, we have 6* — 0 so all regimes 6 >0 survive even though p is very
low. If information can be manipulated and signals are sufficiently precise, then even the very
most fragile regimes can survivell)j

Signal precision and the size of the marginal attack. To understand this result further,
observe that the size of the attack facing the marginal regime, S(y*), is always monotonically

5. Perhaps surprisingly, this result does not depend on a diffuse prior for 6. The supplementary appendix shows
how this limiting result still obtains even in the case of informative priors.
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declining in the signal precision «. This follows immediately on plugging the expression for y
from (@A) into ([A). But there is another, perhaps more insightful, way to see this too. Recall
the problem of a regime minimizing S(y)+cy with S(y) = ®(/a(x* —y)). Since S(y) is strictly
monotone in y we can equivalently choose S to minimize

!
S ﬁ¢ ) (23)

with first-order condition ¢(®~1(S))=c /+/a. Any solution is independent of the citizen threshold
x* and depends only on the ratio ¢/ /a (rather than each parameter separately). The ratio c¢//o
determines the effective cost of obtaining a given-sized attack. And, from the second-order
condition, the size of the attack that solves this cost minimization problem must be at least
locally increasing in ¢/+/cc. From this point of view, we see clearly that an increase in the signal
precision « reduces the effective cost of obtaining a smaller attack; the more probability density
is located near the mean, the easier it is for the regime to achieve a relatively large change in the
size of the attack from a relatively small perturbation to the signal mean. Other things equal, a
regime can achieve a smaller attack when « is large.
Whenever o > a(c), we can solve (23) to obtain the marginal attack

S(y*>=<1>(—¢&y)=<1><— 10g(i>>:q> - 210g<%5¢<o)) O

a(c)

Otherwise, for o <a/(c), the marginal attack is simply the Morris—Shin benchmark, 1 —p.

This discussion highlights the special role of the effective cost parameter c/+/a. When we
return to the case of a variable number of signals n in Bection 3l below, this will have the form
c(n)/ Vné. Depending on the curvature of c(n), an increase in the number of signals may either
increase, decrease, or leave unchanged the effective cost of manipulation.

Critical signal precision. If the regime did not have to pay to obtain y*, then we would
be done; the reduction in the size of the marginal attack would directly translate into a reduction
in 6*. But since the manipulation is costly, the regime threshold satisfies 6* =S(y*)+c(y* —6%)
so that a fall in S(y*) is not enough to guarantee that 6* falls as the signal precision « increases.
In particular, if the cost of y* increases sufficiently faster than the size of the attack S(y*) falls,
then the threshold 6* increases. When this happens, there is a non-monotone relationship, as in
the right panel of [Figure 3] |Proposition 3| establishes that this non-monotonicity in « can only
occur if the individual opportunity cost of attacking the regime is large (p > 1/2). The critical
precision a* is exactly the value of o such that the marginal regime faces an attack equal to the
Morris—Shin benchmark 1 —p. Using @4, the critical precision o* solves

|- 2log(‘/“_*¢(0)> =1-p 25)

c

which can be inverted to obtain the expression in (1)) above. When the signal precision is larger
than o* the regime threshold 6* is decreasing in o and is eventually less than 1 —p.

Asymptotic results with general convex costs. While the linear cost case is particularly
tractable, the key result that the regime benefits from manipulation when the signal precision is
high enough is more general. In particular:
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Proposition 4. For general convex cost functions limy_ 000* =0T, In addition, if the cost
function is strictly convex and C'(0)=0, then limy_,00*=1".

So, for high enough « (again, keeping n fixed), the regime is indeed able to reduce the threshold
0* below the Morris—Shin benchmark 1 — p. Of course the threshold may rise significantly above
the Morris—Shin benchmark when the signal precision is low enough, just as in the linear case.
A striking example of this arises when the cost function is strictly convex with C’'(0)=0, for
example a quadratic cost C(a)=a2/2. In this case, as « — 0 the regime threshold not only rises
above the Morris—Shin benchmark, it is driven all the way up to 1, the worst possible outcome
for the regime.

With linear costs, as the signal precision becomes small enough the effective cost ¢/+/a
blows up, it is common knowledge that no regime will manipulate and so we have the Morris—
Shin outcome. But with C’(0)=0 the regime always has an incentive to manipulate even for
very low levels of «, since it can always take a very small action with very small marginal cost.
For low values of «, the regime would want to be able to commit to refrain from information
manipulation. But because such commitments cannot be made, the regime is “trapped” into taking
costly actions even as the precision falls. In this sense, the manipulation completely backfires on
the regime when « is very low.

4.4. Intuition and further discussion

The result that signal-jamming is effective when the precision is sufficiently high depends on two
key features of the model. First, manipulation is a potentially powerful tool when the precision
is high, because then most citizens have signals near the mean and it takes only a small amount
of bias to deliver a large change in the aggregate attack. Second, the regime is able to use this
tool, because citizens face a difficult joint coordination-and-information-filtering problem that
impedes their ability to infer the amount of bias in equilibrium.

A powerful tool .... To see why signal-jamming is potentially powerful, observe that in
the Morris—Shin benchmark the size of the aggregate attack is Sl’\",IS @)=o(J/a ()cl’\"/[S —6)), which
approaches a step function 1{1 —p > 6} as @ — oco. A small “shock” that increased the signal mean
from 6 to 6 4 a, say, would cause a shift of the step function so that the attack facing the marginal
regime would fall from 1 —p to 0 and all regimes 6 >0 would be able to survive. But this only
delivers a reduction in the attack if a is unanticipated. If the citizens could correctly anticipate
such an increase in the signal mean, then they would discount their signals appropriately.

This illustrates two points: (i) the ability to shift the mean is potentially powerful when the
precision is high, for then it takes only a small amount of bias to achieve a large reduction in the
size of the attack and hence a large fall in 6*, but (ii) for this to be useful to the regime, it must
be the case that the citizens are, somehow, impeded in their efforts to infer the bias.

... and the regime can make use of it. In turn, two features of the model account for the
citizen’s inability to infer the bias. First, different regimes have different incentives so that given
imperfect information about 6 there is also imperfect information about a(6). Second, citizens
are imperfectly coordinated. These two features are also key differences between the model of
information manipulation here and canonical environments such as the careers concerns model
?‘%%]mﬁrjmi (1999) and the strategic information transmission model of [Crawford and Sobel

).
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Contrast with career concerns models. Citizens know the regime’s incentives, so why
can they not back out the regime’s manipulation? The short answer is that the regime is informed
and takes contingent actions a(f) so that while citizens know the function a(-) in equilibrium,
they do not know 6 and hence do not know the exact value a(f) to extract. Instead, they must
infer a(0) jointly with their inferences about 6 itself and cannot perfectly decompose their signal
into the true 8 component and the endogenous bias component. In contrast, in standard career
concerns models, such as [Holmstrom d]_%‘l‘i), the signal sender is itself uninformed and chooses
a single action, a say, to maximize its expected payoff. But since this action is common to all
senders, it is then straightforward for signal receivers to infer that exact amount of bias and react
accordingly.

Contrast with strategic information transmission models. As in traditional models of
strategic information transmission, such as [Crawford and Sobel (]_L%Z), the regime here makes
use of a form of partial pooling. This is most clear in the case of linear costs where all regimes
0 €[0*,6™*) that intervene have the same apparent strength y*. In this model, the partial pooling
is achieved by different regimes taking different unobservable actions, namely a(0)=y*—6.
In contrast, in [Crawford and Sobel this partial pooling takes the form of identical observable
payoff-irrelevant messages In related work, [Kartik er g} (2007) study a model of strategic
information transmission where an informed sender faces a cost of sending biased messages (or
where some fraction of receivers are naive and take messages at face-value) and show that there
exist fully separating equilibria (i.e. in equilibrium receivers can infer the sender’s type) and that
these equilibria feature “inflated communication” in that the sender’s message is greater than the
sender’s true type. The construction of these equilibria relies crucially on the assumption that
the sender’s type space is unbounded above. m ) studies a related model with costs
of sending biased messages but where the type space is instead bounded above and shows that
the upper bound prevents full separation. While these models feature inflated communication, in
contrast with my model the sender’s information manipulation does not in fact deceive rational
information receivers.

Another important difference is that information manipulation in my model is taken to
influence the actions of heterogenous information receivers playing a game of strategic
complementarities.

Role of strategic complementarities. To see the importance of strategic complementar-
ities, recall that it is common knowledge that any manipulation serves to increase the regime’s
apparent strength and hence to reduce the aggregate attack. Since the individual s; and aggregate
S are strategic complements, this makes each individual less likely to participate. Consequently,
the size of the attack facing the marginal regime falls. Moreover, when « is high, it takes only
a small amount of bias to achieve a large reduction in S. Knowing this makes individuals even
more reluctant to participate (a standard “multiplier effect” with strategic complementarities). As
a — 00, the regime threshold is driven to zero because in that limit it takes only an infinitesimal
amount of bias to deter all citizens from attacking.

6. In my model the “message” y(@) is observed with noise. See @) for am

model where information receivers sometimes see only noise rather than the sender’s intended message. [Blume er al]
show that the presence of noise generally allows for more communication than the noiseless benchmark and that for low
levels of noise this can be welfare-improving.
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Role of coordination. This argument crucially relies on the citizens being imperfectly
coordinated, i.e. on individuals taking the aggregate S as given. To see the importance of this,
suppose to the contrary that citizens were perfectly coordinated and able to act as a single “large”
agent who could force regime change for all 6 < 1. This agent receives a signal x=60+a+¢
with precision o — co. For simplicity, suppose also that costs are strictly convex. This implies
¥(0) is strictly increasing and hence can be inverted to recover 6 :y_l(x). But knowing 6 the
single agent can deduce any manipulation a(f) and discard it—so the regime has no incentive to
undertake costly manipulation. Thus if citizens are perfectly coordinated, they know x — 6 and
attack if and only if x=0 <1 and all regimes 6 € [0, 1) are wiped out. In contrast, if citizens are
imperfectly coordinated, all regimes 6 € [0, 1) survive. In this sense, the imperfect coordination
drives the equilibrium selection in the regime’s favour (see Appendix [Bl for more details).

Contrast with Angeletos ef al. The strategic interaction between an informed policy-
maker and heterogeneous information receivers is a feature this model shares Withm
M). A key difference, however, is that the equilibrium in my model is unique while
their model features equilibrium multiplicity. The reason for this is a subtle difference in the
information structure. In the version of their model closest to this article, m let
individuals receive two noisy signals, (i) a pure signal of 8, and (ii) a separate signal on the
endogenous action a(6). In my model, in contrast, individuals get one noisy observation of the
sum y(0)=0+4a(0), not separate signals for the two constituent parts. This makes an important
difference.

In their setting individuals have two qualitatively different kinds of information; the pure
signal is a monotone function of the policy-maker’s type, but the signal on the endogenous action
a(P) is a non-monotone function of #. In particular, the policy-maker chooses a(f)=a* for some
critical interval 6 € [6*,0**) and a(6) =a < a* otherwise. To see the importance of this, consider
the benchmark version of their model where individuals observe this endogenous action without
noise. In this case, the action creates common certainty that 0 is either in the critical interval
[6*,6™*) or not. This common certainty then serves as the basis of multiple possible coordinated
responses. If a(f) is observed with unbounded idiosyncratic noise, then there is not common
certainty but, so long as the noise on a(f) is not too great, there is enough common p-belief (in
the sense of MQndgmLan_d_S_amd, |_L98Q) that individuals can likewise coordinate on multiple
responses to their observations of the endogenous action.

In my setting, in contrast, while the actions a(6) may be non-monotone in 6, what matters for
individual signals is the regime’s apparent strength y(6) =6 +a(0) which, from [Proposition 2}
is monotone in 6. Put differently, in their setting the actions a(f) simply are the signal mean,
whereas in my setting the actions are only part of the signal mean. The monotonicity of the signal
is the key force driving equilibrium uniqueness in my setting; with monotonicity, there is not
enough common p-belief to coordinate on multiple responses.

Alternative models of information manipulation. In my model, the regime’s information
manipulation takes a particularly simple form, namely shifting the signal mean at a cost.

) considers a related model where, with some fixed probability, an informed sender receives
the opportunity to send a biased message (at no cost) but with complementary probability is instead
compelled to report the truth. Information receivers are uninformed about both the sender’s type
and whether the sender has the opportunity to manipulate information. In equilibrium, a sender
who has the opportunity to manipulate uses a mixed strategy (to avoid detection) which gives
more likelihood to higher messages and consequently information receiver’s find higher messages
less believable (since it is more likely that they result from manipulation). Although different in
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details,Marinovid M) shares with my benchmark model a focus on manipulation of the mean.
[Section 6.Tlconsiders a quite distinct approach where the information sender strategically controls
signal precision rather than the signal mean.

5. AN INFORMATION REVOLUTION

I now return to the general model where citizens have many signals and where the regime’s
cost of information manipulation and the number of signals are linked. For simplicity I focus
on the case of linear costs, C(a,n):=c(n)a. Section 5.1l begins the analysis by showing that an
increase in the cost of manipulation per se has the opposite effect on the regime’s chances of
survival to an increase in the total signal precision. [Section 3.2] then considers an information
revolution, with an increase in the number n of signals simultaneously increasing the total signal
precision « :=n@& and increasing the regime’s marginal cost of information manipulation c(n),
with offsetting implications for the regime’s chances. The net effect is that the regime is made
easier to overthrow unless there are relatively strong economies of scale in information control.
[Section 5.3 then interprets these implications of the model in light of the historical relationship
between autocracies and information control.

5.1. Changes in the cost of manipulation

As a simple first step, I characterize the effect of a change in the marginal cost of information
manipulation, continuing to hold fixed the number of signals n. As shown in[Section 43 above,
holding fixed the number of signals » an increase in signal precision reduces a regime’s cost of
obtaining a given-sized reduction in the aggregate attack S, and, at least when « is high enough,
this reduces the regime threshold 6*. This suggests there is a close link between changes in
the signal precision and changes in the cost of manipulation. Indeed, from @4)), the size of the
aggregate attack facing the marginal regime S(y*) depends only on the ratio

c
ﬁ (26)

not each of these parameters separately. The same is true for the regime threshold 6* itself.
Proposition 5. The marginal cost of manipulation c and signal precision o only affect the regime

threshold 0* through the ratio c//o. Consequently, an increase in the marginal cost always has
the opposite sign to the effect of an increase in the signal precision

dlogo™* 2810g9*
dloge ~  dloga

27)

In particular, for high enough o we know that increasing the signal precision would reduce the
threshold 6* thereby increasing the regime’s chances of surviving. But if so, it is also the case
that increasing the marginal cost ¢ works in an offsetting way, decreasing the regime’s chances
of surviving. Moreover, this latter cost effect is twice as large as the signal precision effect. Of
course the level of the regime threshold may well be 6* <65, =1—p, so that overall the signal-
jamming technology is effective for the regime—it is just that a marginal increase in ¢ makes the
regime marginally easier to overthrow.
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5.2. Changes in the number of signals

Equilibrium with # signals. With n signals the analysis proceeds as before except that we
need to explicitly write the total precision « :=n& and marginal cost of information manipulation
c(n). The effective cost for a regime to obtain a given-sized attack S is then

c(n)

no

(28)

namely the generalization of (Z8)) to this setting with n signals. If this ratio is sufficiently large, i.e.
if & <(c(n) /q&(O))2 /n=:a,, then it is too expensive to manipulate and the equilibrium coincides
with the Morris—Shin benchmark. Otherwise, there is an interval of regimes [6},0,F *) that do
manipulate and that choose apparent strength y =x 4 y,,. These thresholds are determined as in

(@)@ but with c(n) replacing ¢ and né replacing «, etc.

Effect of an increase in the number of signals. The main result here is:

Proposition 6. The effect of an increase in the number of signals n on the regime threshold 6,
is given by

dlogh; 2(c’(n)n 1) dlogH (29)

dlogn cn) 2) dlogé

As before, if the per-unit signal precision is too low, & <«,,, then all regimes are at a corner
and 0, =1—p, independent of n (and &). In this case, both effects in @9) are zero. Otherwise,
if &@ > e, the effect of the signal precision depends on whether & is larger than a critical signal
precision «f, analogous to ZI) above. For &@ >} an increase in signal precision reduces the
regime threshold 6. For fixed n this would help regimes survive, but now with n increasing the
overall effect also depends on the amount of curvature in c¢(n). In short, the overall effect depends
on the degree of scale economies in information control.

Scale economies in information control. The curvature of ¢(n) is a natural measure of
the regime’s ability to influence a changing informational environment. If it is harder to exert
control over an ever-expanding array of media outlets, then that suggests the average cost c(n)/n
is increasing in n, i.e. diseconomies of scale in controlling media outlets. Alternatively, if there are
complementarities in media control, with influence over one media outlet facilitating influence
over others, then that suggests average cost c(n)/n is decreasing in n, i.e. economies of scale in
controlling media outlets.

Suppose we are in the more interesting scenario of a high precision environment, where an
increase in the per-unit signal precision ¢& indeed reduces the regime threshold 6,". What then
is the effect of an increase in n? Since the total precision o =n@ is proportional to n and the
precision and cost effects work in offsetting ways, a priori one might reasonably conjecture that
the case of constant average cost, c(n) =nc say, would be neutral for the regime. But it is not.
In this case, the effective cost for the regime of obtaining a given-sized attack S is 8\/n/_& , from
@8, so doubling n doubles the cost n¢, doubles the total precision n& but increases the effective
cost by a factor of 1/2.

More generally, let €(n) denote the elasticity of the average cost function c(n)/n, namely

_c(mn 3

= L.
c(n)

e(n):
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Then in a high precision environment, an increase in n increases the regime threshold 6,f and
makes the regime easier to overthrow unless the average cost c(n)/n declines sufficiently fast—
specifically, unless €(n) < —1/2. In short, not just scale economies but sufficiently strong scale
economies.

This can be seen as a restriction on the number of media outlets n. For example, consider the
cost function c¢(n) =cg+cn so that there is a “fixed cost” c¢g > 0 and a constant “marginal cost”
of manipulating more signals c1 > 0. Then the elasticity of average cost is €(n)=—cq/(co+c1n)
and the condition €(n) <—1/2 is satisfied only when the number of media outlets is relatively
small, namely n < (cg/c1). So in addition to influencing the information content, as measured by
a, the regime may also have an incentive to directly seek control over the number of outlets n.
Rection 6l discusses an example of this.

5.3.  Implications of the model

Thus whether a new information technology will be threatening to a regime will depend on
those structural characteristics of the technology that determine the degree of scale economies in
controlling it.

Mass media and centralized technologies. In the first half of the twentieth century, the
relationship between then state-of-the-art technologies and autocratic regimes seemed particularly
close, perhaps the most striking examples being the use of mass media propaganda by Nazi
Germany and the Soviet Union (Eriedrich and Brzezinskd, [1963;|Arendd, [1973). The information
technologies underlying the immersive propaganda machinery of these regimes, most importantly
mass print media, radio, and cinema, share the feature that they are relatively easy to centralize.
By dominating the broadcast technology itself (e.g. radio stations, recording studios), and by
permitting only a small number of approved outlets (e.g. the party newspaper), the regime can
establish widespread control over the amount of information that individuals receive. Moreover,
fear of punishment may also make it extremely risky for individuals to try to use these technologies
to receive rival information (e.g. foreign radio broadcasts). This approach to information control
has the feature that it involves a relatively large fixed cost—to establish and maintain the
party broadcast machinery, to pursue covert attempts to circumvent official and quasi-official
channels—but with that fixed establishment in place, the marginal cost of controlling additional
media outlets is relatively small. In short, these are technologies most likely to feature large scale
economies in information control and it is technologies of this kind that the model predicts ought
to be most conducive to a regime’s survival. So long as the fixed cost can be covered, an increase
in the number of newspapers or radio stations or cinemas need not trouble the regime.

Shared experiences and quasi-public information. The mass media aspects of this kind
of centralized propaganda machinery are important. In coordination settings, public information
and related forms of shared experience typically have a disproportionate effect exactly because
individuals want to coordinate their actions (e.g. R ). In this model, there is no public
signal, but there are nonetheless important forms of shared information. In particular, the existence
of the regime’s propaganda arm is common knowledge, as is the direction of that propaganda,
namely that it serves to suppress opposition. Given this, if individual signals are relatively
tightly clustered around the regime’s preferred message (either because the signals are innately
technologically precise, i.e. the per-unit signal precision & is high, or because there are strong
enough scale economies and the total number n of signals is high, or both) then propaganda
will shift the mean belief of enough people that the regime’s chances of surviving improve.
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Thus although individuals have noisy information, the fact that their information comes from a
channel of communication with a common component provides the regime with a potentially
powerful tool. Put differently, what matters is not just the number of people who listen to a party
broadcast on the radio or watch a mass parade in support of the regime, but also that fact that
those people are keenly aware that their fellow citizens are sharing the experience, taking in the
same information (hence also the importance of broadcasts in public or quasi-public locations,
e.g. rallies in central locations, listening to radio broadcasts in the workplace). Given this, it is
perhaps not surprising to learn that the Nazi regime actively subsidized the mass production of
cheap radio sets; by 1939 some 70% of households owned a radio, the highest proportion in
the world at the time m, M). Facilitating the diffusion of mass media technologies like
this not only increases the mere fact of the regime’s ability to communicate with many people
simultaneously, it also increases the extent to which every individual knows that the information
they are getting is similar to the information their fellow citizens are getting, i.e. increases shared
experience.

Social media and decentralized technologies. While cautionary tales about the role of
then state-of-the-art technologies under autocracies in the twentieth century perhaps serves to
dampen the most extreme forms of optimism about information technology and the prospects
of regime change, does this have any relevance for thinking about the role of modern social
media? The model does suggest that structural changes in the nature of technology may well
make a difference. In particular, to the extent that social media technologies are decentralized
and cannot easily be dominated by a single fixed propaganda establishment, the proliferation of
new channels of communication may make it simply too costly for regimes to maintain their
information control and thereby make it easier for them to be overthrown.

In practice, however, evidence on the effects of modern information technologies on autocratic
regimes is mixed. On the one hand, the wave of uprisings against autocratic regimes in Tunisia,
Egypt, Libya, Syria, and other Arab countries beginning in December 2010 has given renewed
support to the idea that modern decentralized technologies can play a significant role in facilitating
coordination against regimes. On the other hand, it is also clear that some regimes have managed
to find effective ways to counter online organization and dissent. [Kalathil and Boad ©2003), for
example, emphasize the Chinese regime’s co-opting of modern information technologies against
dissidentsﬂ whereas[Eallowd (M) provides a persuasive account of the surprising effectiveness
of China’s national firewall and the elaborate system of monitoring and censorship that the firewall
interacts with. Similar examples of a regime’s efforts to counteract modern technologies come
from the 2009 presidential elections in Iran and subsequent demonstrations. In the run-up to
the election, the regime suspended access to social media websites like Facebook. On election
day, mobile phone communications were interrupted and foreign news providers such as the BBC
experienced jamming designed to impede their broadcasts. During the subsequent demonstrations,
I%ces like Twitter were used by the regime to provide disinformation (]th.QdDQDQIEs_fandmd

).

The model rationalizes this mixed evidence through two kinds of considerations. First, some
kinds of social media should probably not be viewed as belonging to the “decentralized” category
at all. To the extent that such mobilization can be prevented or significantly impeded by the use

7. W M), in contrast, emphasize the Chinese regime’s use of more traditional authoritarian
methods in cracking down on online dissent. M) also discuss related efforts by autocratic regimes to
counteract the internet in Cuba, Saudi Arabia, and elsewhere.m @) discusses earlier efforts by the Cuban regime
to counteract U.S. based satellite radio and television broadcasts.
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of a national firewall or similar large-scale fixed investments in information control, then perhaps
these technologies have more in common with older mass media technologies with an attendant
risk that the scale economies in information control are sufficiently great so that, rather than
being a risk to the regime, they instead increase its chances of survival. If so, such social media
tools may facilitate online organization or dissent only to the extent that the regime permits a
relatively porous firewall—perhaps because other costs, such a reduction in economic efficiency,
are perceived as being too high to pay.

Second, not all extra sources of information should be viewed as an increase in the number
of signals. A proliferation of Twitter accounts does not necessarily increase n. To the extent
that these extra sources of information are highly correlated with existing sources—e.g. perhaps
because an individual belongs to an online community and mostly obtains information from
people with similar beliefs, creating an echo-chamber effect—these additional sources may not
actually increase an individual’s overall amount of information much. Moreover, to the extent that
the regime is able to use these new technologies as a channel for strategic disinformation, then
again the actual increase in information content may be less than the notional increase—either
because of successful disinformation or simply because the latent possibility of disinformation
reduces trust in the new technology in general.

6. EXTENSIONS

I now consider two alternative setups. [Section 6.1l allows the regime to strategically control the
number of signals (and hence the total signal precision), rather than the signal mean. In this
setting, the regime engages in manipulation but cannot introduce any bias. allows
for a struggle over information as an opposition attempts to shift beliefs against the regime. The
supplementary appendix contains several additional extensions.

6.1. Controlling the number of signals

In the main model, manipulation shifts the signal mean so that individual i has j=1, ..., n signals
of the form x;; =y+¢;; and the average signal x; = %Z};] x;j has total precision « =n&. I now
consider an alternative model where the regime strategically controls the number of signals and
hence controls the total precision. To isolate these effects, I assume the regime cannot introduce
bias, i.e. the signal mean is simply y=6.

Since what matters here is the total precision, I ignore integer constraints and assume there is
an interval of feasible signals [n,71]. Each of these signals is IID normal with per-unit precision
normalized to & = 1. By taking hidden action a, the regime chooses the fraction ®(a) of these
signals that are operational. The number of signals n(a) available is then

na):=(1—d(a@)n+d(@n, O<n<n (30)

which is strictly increasing in a with n(—oo)=n and n(4o00)=n. When the regime is passive
and takes no action, a=0, the number of signals available to a citizen is simply the midpoint
n(0)=(n+n)/2=:a, which in this context should be thought of as the “natural” or “intrinsic”
precision. By taking an action a <0, the regime pushes down the number of available signals
below this natural level and so reduces signal precision (increases noise). By taking an action
a >0, the regime pushes up the number of available signals thereby increasing signal precision.
I assume the regime has a strictly convex cost function C(a) that is symmetric about zero and
increasing in the magnitude of a with C’(0)=0.
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For this model, I restrict attention to a monotone equilibrium where citizens participate if their
signal is x; <x™* and the regime is overthrown if 6 <6*, for thresholds x*,6* to be determined.
The main result here is:

Proposition 7. A regime makes signals more noisy, n(a(0)) < a, whenever 6 € [0*,x*) and makes
signals more precise, n(a(0)) > «, whenever 6 > x*.

Intuitively, if the regime has intermediate type 6 € [0*,x™*) then it sets n(a(0)) < «, i.e. it makes
the average signal more noisy, muddying the signal so as to obscure its relative weakness. But if
the regime has a high enough type, 6 > x™*, then it sets n(a(9)) > «, i.e. it makes the average signal
more precise so as to clarify its relative strength. Depending on parameters, it may be the case
that x* <6* in which case all regimes that survive, all 6 >6*, choose n(a(6)) > « to clarify their
strength. The left panel of illustrates with parameters chosen so that x* > 6*, implying
that the hidden actions jump down at 6%,

This version of the model is somewhat less tractable than the benchmark and it is difficult
to analytically characterize the regime threshold 6* as a function of the natural precision «.
But it is straightforward to solve for 6* numerically. The right panel of shows 6* as
the natural precision « varies from 0 to 100. Notice that diminishing returns to information
manipulation set in fast when the intrinsic « is high. A 5-fold increase in « from 0.5 to 2.5 hardly
shifts the threshold 6* at all. Despite the lack of bias in signals, the regime can still benefit from
information manipulation in this setting. For high enough o we have 6* <1—p so that again
information manipulation is effective (see Appendix [l for more details).

Discussion. This example shows that the regime can benefit from information manipula-
tion even if it is not able to introduce bias.[Edmond ) provides a related example, developing
a model where citizens and the regime have quadratic preferences of the kind used in the cheap-
talk literature and showing that while citizens in this setting can infer the bias in their information
(and so there is no bias in equilibrium), their signals are endogenously noisier in a way that helps
the regime prevent coordination against its interests.

The variation in the regime’s preferences over the number of signals is reminiscent of

results on information provision by a monopolist, as in [Lewis and Sappingtor (1991, [1994)
or llohnson and Myat (200€). In [lohnson and Myati, for example, a monopolist’s preferences

over the posterior precision of consumer beliefs about a product depends on the amount of prior
dispersion in beliefs; a monopolist facing a homogeneous population deploys a mass-market,
low-markup strategy, and keeps information low, but a monopolist facing a more heterogeneous
population deploys a more niche, high-markup strategy, and provides more information. In
models of this kind, however, the private information lies on the consumers’ side rather than
the monopolist’s and the ex post information provision (if any) is observable by consumers. In
my model, in contrast, the ex post information provision varies with the regime’s unobservable
type and citizens have to make inferences about the endogenous precision of their information
jointly with their inferences about the type itself.

6.2. Struggles over information

I now return to the setting of shifts in the signal mean with exogenous signal precision. I suppose,
however, that there is an opposition and that if a regime is of type 6 and takes action a while the
opposition takes action e, then citizens have signals x; =6 +a — e+ ¢; where ¢; is IID normal with
mean zero and precision «. The regime’s action a increases the signal mean while the opposition’s
action e decreases it. Both actions are unobserved by citizens.
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FIGURE 4
Hidden actions and threshold 6* when regime can control the number of signals
Notes: Panel (a) shows the regime’s actions to directly manipulate the number of signals n(a). For intermediate 6 it is
optimal for a(6) < 0 so that the regime makes the signal more noisy than the natural precision, n(a(6)) < «. For high 0 it
is optimal for a(6) > 0 so that the regime clarifies its strength by making the signal more precise, n(a(6)) > «. In this
example, the opportunity cost is p=0.25. Panel (b) shows 6* as a function of the « for various p. The regime benefits
from information manipulation in that 0* < 1 —p when « is high enough. All calculations use the bounds n=0/2,
7i=3a/2 and cost function C(a)=a>/2.

To highlight the struggle over manipulating information, I assume that the regime and the
opposition both know the regime’s type 6. Along the equilibrium path citizens receive signals
with mean 6 +a(0)—e(0). If a(0)=e(0), then the opposition simply undoes the efforts of the
regime. I assume the regime has strictly convex cost C(a) with C’(0)=0 and the opposition has
cost C(ke)/k for some parameter « > 0. If k > 1 the regime has a cost advantage.

The payoff to the opposition is of the form §— C(xe)/k, so the opposition prefers the attack
to be as large as possible, similar to the dissidents in [Bueno de Mesquitd (2010). Taking the
aggregate attack S(0,a,e) as given, an equilibrium in the subgame between the regime and the
opposition consists of hidden actions a(8), e(6) that are mutual best responses

a(9) e argmax {B(0,5(0,a,e(0))) — C(a)} (31
a>0

e(0) e argmax{S(0,a(0),e)—C(xe)/x}. (32)
e>0

The regime’s outside option introduces a key asymmetry. The regime does not care about the size
of S in those states where it is overthrown. In contrast, the opposition cares about S both when
the regime is overthrown and when it is not.

I again restrict attention to a monotone equilibrium where citizens participate if their signal is
x; <x* and the regime is overthrown if 6 < 6*, for thresholds x*,6* to be determined. The main
result here is:

Proposition 8. Conditional on the regime’s survival, 6 > 6%, the regime and opposition actions
are proportional, a(6)=ke(0). Moreover, if the signal precision « is sufficiently high, then the
regime threshold 6* is strictly less than the Morris=Shin benchmark 6y q =1—p, despite the
opposition.
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(a) regime and opposition actions a(#) and e(6) (b) regime threshold 0* as a function of signal precision o
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FIGURE 5
Hidden actions and regime threshold when there is an opposition
Notes: Panel (a) shows the regime’s and opposition’s actions a(f) and e(8) when there is a struggle over information.
For clarity the opposition’s e(6) is plotted on a negative scale. For 6 <6*, only the opposition takes an action. For
0 > 0* the actions satisfy a(0) =«ke(0), where k measures the costliness of the opposition’s action. In this example,
x =1.5 and the opposition’s costs are greater than the regime’s. Panel (b) shows 6* as a function of the signal precision
« for various k. In these examples, the regime still benefits from information manipulation in that 6* < 1 —p when « is
high enough. In these calculations, the opportunity cost is p=0.25 and the regime’s cost function is C(a)=a?/2 so that

the opposition’s cost function is ke? /2.

In amonotone equilibrium, the aggregate attack is (6, a, ) = ®(/a(x* — 0 —a+e)). The first-
order condition for the regime is C'(a) = /a¢(/a(x* —8 —a+e(0))) for 6 > 6* while the first-
order condition for the opposition is C’(ke) = /ap(/a(x* —0 —a(0)+e)). Thus if the regime
survives, 0 > 0*, then along the equilibrium path the marginal benefit of manipulation is the same
for both the regime and the opposition and the level of manipulation is simply determined by
their respective marginal costs C’'(a(0))=C’(xe(0)) so that a(@)=«e(®) (since C(-) is strictly
convex). In short, when the regime survives its actions are larger than those of the opposition if
and only if the regime has a cost advantage, « > 1.

The left panel of [Figure 3 illustrates, with ¥ > 1 so that the regime’s actions a(6) are larger
than the opposition’s actions e(6) on 6 > 6*. Just as the regime’s hidden actions jump discretely to
a(6*) > 0 at the threshold 6 =6*, so too do the opposition’s actions typically jump at the threshold
(though their jump may be up or down, depending on parameters). For 6 <6* only the opposition
takes any action.

Does the presence of an opposition change the effectiveness of a regime’s manipulation?
On the one hand, it is true that the presence of the opposition generally moves the threshold
0* against the regime (it is higher than it would be in the model where there is no opposition,
k =00). On the other hand, the regime still manipulates information and for high enough signal
precision « the regime threshold 6* is less than the Morris—Shin benchmark 6 =1—p, just as
in the benchmark model. The right panel of [Figure J]illustrates, showing the effects of changing
« for various levels of k. Not surprisingly, when « is relatively high, so that the opposition is at
a pronounced disadvantage, it takes only a small increase in « for the regime’s manipulation to
be effective.

These results suggest that while the presence of organized opposition is important for
understanding how much manipulation takes place and for the equilibrium /evel of the regime
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threshold 6*, it is less important for the result that the regime threshold can be decreasing in the
signal precision so that more precise signals move the threshold in the regime’s favour.

7. CONCLUSIONS

I develop a signal-jamming model of information and political regime change. In contrast with
familiar signal-jamming models, the regime’s manipulation presents citizens with a difficult
signal-extraction problem and the manipulation is often payoff improving for the regime. The
model predicts that (i) holding fixed the number of signals available to citizens, an increase in the
per-unit precision of individual signals can make signal-jamming more effective and thereby make
the regime harder to overthrow, but (ii) an increase in the number of signals, which simultaneously
increases both the total signal precision and the regime’s costs of information manipulation,
instead makes the regime easier to overthrow—unless there are strong economies of scale in
information control.

The model thus allows for two kinds of information revolutions. In the first kind, perhaps
best associated with the role of mass media propaganda under the totalitarian regimes of the
early twentieth century, an information revolution consists of many high precision sources of
information but these technologies are more centralized and subject to strong economies of
scale. By establishing a large fixed propaganda apparatus, the regime can then control additional
newspapers, radio stations, cinemas, etc at low marginal cost. This kind of information revolution
is favourable to a regime’s survival prospects. In the second kind, perhaps best associated with the
rise of social media and other more decentralized sources of information, however, there are less
likely to be strong economies of scale in information control. This kind of information revolution
is unfavourable to a regime’s survival prospects.

The coordination game studied in this article is deliberately stylized so as to focus attention
on the effectiveness of the regime’s manipulation and its sensitivity to changes in the information
environment. For example, the model takes as given the degree of influence the regime has
over citizens’ sources of information. It would clearly be interesting to develop a richer model
where the degree of influence over the media is itself an equilibrium outcome, in the spirit of
|B_Q5]_¢4Land_Em]| dZDDﬂ) or|Gehlbach and Sonin dzm)g), that needs to be determined jointly with
the regime’s manipulation and survival probability.

At a more general level, this article concerns a policy-maker seeking to induce information
receivers to coordinate on the policy-maker’s preferred outcome. Similar issues are likely to be
at work in many scenarios. For example, the managers of a bank may try to influence information
to prevent a run on deposits. But in market-oriented scenarios (such as a bank run, or a currency
crisis), market prices are also likely to aggregate information and may interact with the policy-
maker’s actions in complicated ways (cf,, [Angeletos and Werning, 2006 [Hellwig er a1},200€). In
that sense, the analysis in this article should be viewed as suggestive of a key element that would
be operative in a more complete, but also more complex, account of information manipulation in
market-oriented coordination games.

APPENDIX
A. PROOFS AND OMITTED DERIVATIONS
A.1. Morris—Shin Benchmark

Let £,0 denote candidates for the critical thresholds. The posterior beliefs of a citizen with x; facing 0 are given by
Prob[# < 6 |x;]=®(/a(6 —x;)). A citizen with x; will participate if and only if ®(,/a(f —x;)) > p. This probability is
continuous and strictly decreasing in x;, so for each 6 there is a unique signal for which a citizen is indifferent. Similarly,
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if the regime faces threshold % the aggregate attack is Prob[x; < X|0]= ®(\/a(X —0)). A regime 0 will not be overthrown
if and only if 8 > ®(,/a(X —0)). The probability on the right-hand side is continuous and strictly decreasing in 6, so for
each X there is a unique regime type that is indifferent. The Morris—Shin thresholds x§;g. 635 simultaneously solve these
best response conditions as equalities, as stated in equations @)—() in the main text. It is then straightforward to verify
that there is only one solution to these equations and that 6,4 = 1 —p independent of & and x{g=1—p— o~ (p)/ .

A.2. Proof of Proposition 1

The proof shows first that (i) there is a unique equilibrium in monotone strategies, and (ii) that the unique monotone
equilibrium is the only equilibrium which survives the iterative elimination of interim strictly dominated strategies. For
ease of exposition, the proof is broken down into separate lemmas.

(i) Unique equilibrium in monotone strategies.

Regime problem. Let X € R denote a candidate for the citizens’ threshold.

Lemma 1. For each X € R, the unique solution to the regime’s decision problem is characterized by a pair of functions,
O:R—[0,1) and A:R— R such that if citizens participate for all x; <X then the best-response of the regime is to
abandon if and only if its type is 0 < ©(X) and to choose an action a(0)=0 for 0 < O(x) and a(0)=A(0 —X) for 6 > O(X).

Proof of Lemma 1. To begin, let
S(w):=®(—+/aw). (A1)
The auxiliary function S(w) is exogenous and does not depend on X. In terms of this function, the aggregate attack facing
the regime is

/x Vap(Va(xi —0 —a))dxi = P(Ja(k —0 —a) =S5O +a—3). A2)
—o0
Since the regime has access to an outside option normalized to zero, its problem can be written

V(0,X):=max[0, W(6,%)] (A.3)
where W (6, %) is the best payoff regime 6 can get if it is not overthrown

W(0,%):=max [0—S©0+a—%)—C(a)]. (A4)

From the envelope theorem, the partial derivative Wy(0,x)=1—5"(0 —x+a)> 1 since S'(w) <0 for all weR. Since
S(w)>0 and C(a)>0 we know W(6,%) <0 for all § <0 and all x. Similarly, W(1,X) > 0 for all X. So by the intermediate
value theorem there is a unique (%) € [0, 1) such that W(©(X),x)=0. And since Wy(6,x) > 1 the regime is overthrown if
and only if 6 < ®(X). Since positive actions are costly, the regime takes no action for < ®(x). Otherwise, for 6 > O (%),
the actions of the regime are given by

a(@)=A(0 —Xx) (A.5)

where the function A(¢) is exogenous and does not depend on X. This auxiliary function is defined by:

A(t):=argmin[S(t+a)+ C(a)] (A.6)
a>0

The first-order necessary condition for interior solutions can be written C’(a)=—S'(t+a), and, on using the formula
for S() in equation &) above, C’(a)=/ap(/a(t+a)) where ¢p(w):=exp(—w?/2)/+/27 for all weR. This first-
order condition may have zero, one or two solutions for each ¢. If for a given ¢ there are zero (interior) solutions, then
A()=0. If for given ¢ there are two solutions, one of them can be ruled out by the second-order sufficient condition
a¢’'(a(t+a))+C”(a) > 0. Using the property ¢’(w) =—we(w) for all w € R shows that if there are two solutions to the
first-order condition, only the “higher” of them satisfies the second-order condition. Therefore for each ¢ there is a single
A(1) that solves the regime’s problem. Making the substitution =6 —X, the regime’s threshold @(X) is then found from
the indifference condition W(®(X),x)=0, or more explicitly

OR)=S(OF) —x+A(OX)—X))+ C(A(O(X) —X)). (A7)

Taking X as given, equations and (&) give the regime threshold @ (%) and the hidden actions a(f) =A(f — %) that
solve the regime’s problem. ||
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Citizen problem. Let fel0,1)anda:R— R denote, respectively, a candidate for the regime’s threshold and a
candidate for the regime’s hidden actions with a(6)=0 for 6 <6.

Lemma 2. Foreachfe [0,1) and a:R— Ry
(a) The unique solution to the problem of a citizen with signal x; is given by a mapping P(-|a(-)) :R x R— [0, 1] such

that the citizen participates if and only if

P(x;,0]a(-)):=Probl6 <& | x;,a(-)] >p (A.8)
vAvhere P is continuous and strictly decreasing i{z x; with limits P(—o0, o la(-))=1 and P(+o0, o la(-)))=0 for any
6 and function a(-) satisfying a(6)=0 for 0 <6.
For any candidate citizen threshold X, with implied regime threshold ©(x) and hidden actions A(6 —X), an
individual citizen with signal x; participates if and only if its signal is such that

K(x;,%):=Prob[0 < ©(X)|x;,A(-)]>=p (A9)
where K :R xR — [0, 1] is continuous, strictly increasing in x; with limits K(—00,%)=0 and K(+00,x)=1 for
any Xx. Moreover, K (x;,x)=Prob[0 < O(X) —X|x; —X,A(-)] for any X.

(b

=

Proof of Lemma 2. (a) For notational simplicity, write x for an individual’s signal, 6 for the regime threshold, and P(x,6)
for the probability an individual with x assigns to the regime’s type being less than 6 when the actions are a:R— R.
That is,

J? AP xi— 1)
JZoo Vod(Ja(xi—t—a())dt

where the numerator uses a(t) =0 for  <6. Hence P: R x R— [0, 1] is continuous in x,6. This probability can be written
N —x)

P(x,e):m (A.11)

P(x,0)= (A.10)

where
oo
N@O—x):=®(Ja(@—x), and D(x,0) 3=[ Vap(Valx—& —a(§)))ds. (A.12)
0
Differentiating (&.IT) shows P, <0 if and only if N'/N > —D,/D. Calculating the derivatives shows that this is equivalent

to
Jo ' (Jaltx—y@ENdE  [7° Jalx—yENP(Jalx—y(&)))dE
=) = i o s de o (Jati—y())ds
where H(w):=¢(w)/(1 — P(w)) > 0 denotes the standard normal hazard function for w e R, where y(&):=£& +a(&) is the
mean of the signal distribution if & >6, and where the equality follows from ¢'(w)=—we¢(w) for all w. Now define a
density ¢(&|x) >0 by

(A.13)

$(Jalx—y(E)
=— , (6, 00). A4
YEN= Ty Jan—yeae” 10 A1

Then after a slight rearrangement of terms in (&13), Py <0 if and only if

H(ﬁ(x—@))—ﬁ(x—9)>ﬁ[9—/9 y(S)(ﬂ(S\X)dS] (A.15)
Since the hazard function satisfies H(w)>w for all we R and « > 0, it is sufficient that
/9 Y& |x)ds =0. (A.16)

But since y(£):=£& +a(£), £ >0, and a(€) >0, condition (AIG) is always satisfied. Therefore P, <0. Since N’ >0 and
Dy <0, Py >0 forall x,6. Moreover, since N(—o00) =0 and D > 0 we have P(x, —oo) =0 for all x. Similarly, since a(§)=0
for all & <6 as § — oo we have D(x,0) — 1 —N(6 —x) and since N(+o00) =1 this means D(x, +00) =0 for all x. Therefore
P(x,4+00)=1 for all x. The limit properties in x are established in parallel fashion.

(b) Fix a X €R and let A(6 —X) denote the associated hidden actions. Analogous to @11}, write P(x,0,%)=N(6 —
x)/[N(@—x)+D(x,0,%) where N :R— [0, 1] is defined as in above and where

D(x,e,fc)::/wﬁ¢(ﬁ(x—t—A(z—)%)))dz. (A.17)
0

Now define K(x,%):=P(x,©(X),X). That K(x,X) is continuous and decreasing in x is immediate from part (a) above.
Finally, for K (x,%)=P(x—%, ©(%)—3,0) it is sufficient that D(x, ®(%),%) = D(x — %, ©(%) —X,0). From (A7) and using
the change of variables & :=6 —x we have
oo
D(x,0(%),%)= Vap(Ja(x—i—& —a(§)))dE =D(x—3%,0(%)—1,0). (A.18)
OR)—x
Therefore K (x,x)=P(x —x, ®O(X) —X,0)=Prob[0 < O(X) —x | x—X,A()] as claimed. ||
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Fixed point. A citizen with signal x; will participate if and only if K (x;,X) > p. Since K (x;,X) is strictly increasing
in x; with K(—00,%) <p and K(400,%) > p for any x € R, there is a unique signal v (x) solving

K(y(®),%)=p (A.19)

such that a citizen with signal x; participates if and only if x; < ¥ (X).

Lemma 3. The function ¥ :R— R is continuous and has a unique fixed point x* =r(x*) with derivative ¥'(x*) € (0, 1)
at the fixed point. Moreover vr(x) <x* for all x <x* and vy (x) >x* for all x > x*.

Proof of Lemma 3. Since K (x,X) is continuously differentiable in x, an application of the implicit function theorem
to shows that ¥/(-) is continuous. Fixed points of () satisfy x* = (x*). Equivalently, by part (b) of
they satisfy K(x*,x*)=P(0, ®(x*)—x*,0)=p, where O(X) is the critical state in the regime’s problem AG)-@AT). By
[.emma 2]and the intermediate value theorem there is a unique z* € R such that P(0,z*,0)=p. Then applying the implicit
function theorem to (A&7 gives

0'(F)= Vag(Jax - ®(56)A—A(®(56)A—5€)2)

1+ /@p (VoG —0F)—A(OR) — 1))
Since ®(—00)=0and ®(+00) =1, there is a unique x* € R such that ©(x*) —x* =z*, hence () has a unique fixed point,
the same x*. Now using part (b) of [Cemma 2 and implicitly differentiating we have
Po(Y () —%,0(%)—1%,0)
Py (3)—%,0(%)—1,0)
By[Cemma?l Py >0 and P, <0 and ®'(%) € (0, 1) from (A20). Therefore v/'(%) < 1 for all X. To see that /' (x*) > 0, first
notice that it is sufficient that Py /P, > —1 when evaluated at X =x*. Calculating the derivatives shows that this is true if
and only if

€(0,1). (A.20)

Y'E®)=1+ (1-6'@)). (A21)

¢(x/5(y(9*)—X*))+/e* Vo' (Va(y(©)—x*))do <0 (A22)

where 0* := ©(x*) and where y(6) =0 +a(0) is the mean of the signal distribution from which a citizen is sampling if the
regime has type 6 > 6*. To show that this condition always holds, we need to consider the cases of linear costs and strictly
convex costs separately. If costs are linear, C(a) = ca, then if ¢ >¢:=,/a¢(0) the result is trivial because a(9) =0 for all

6 eR. So suppose ¢ <c. Then a(6)=max[0,x*+y —6] where y :=,/2log (\/5125(0)/0) /a> 0. Calculating the integral
and then simplifying shows that holds if and only if —ay¢(/ay)a(®*) <0 which is true because a(6*)>0. If
costs are strictly convex, then from the optimality conditions for the regime’s choice of action we have that a(6) > 0 for
all 9 >0* and

Vad(Va(y(0)—x*)=C'a®). 0=6". (A23)

Differentiating with respect to 6 gives
ad' (Va(y(0)—x*))y' (0)=C"(a®)d'(6), 6=6". (A24)

Using the associated second-order condition shows that y'(9) > 0 for > 6*. Since y(-) is invertible, a change of variables
shows that holds if and only if

f ¢ (Ja©@ - ag=0. (A.25)
o y'(©)
Using (&24) we equivalently have the condition
00 4/ _¥))2
¢ (Va(y(9) —x*)) 40>0 (A26)

o C"(a(9)) -

which is true since the integrand is non-negative. Therefore, Py /P, > —1 at x=x* and ¥/ (x*) > 0.

Finally, ¥ (%) <x* for every X <x* is proven by contradiction. Suppose not. Then by continuity of v there exists
X <x* such that ¥ (¥)=x*. Moreover, since ¥’ (x*) >0, we must have ¥(X) <0 for at least one such X. Since ¥ (¥) =x*
and K(x*,x*)=p, under this hypothesis we can write K(y(X), ¥ (x))=p so by the implicit function theorem (X) must
satisfy

Y@K (%, x) +Ka (x*,x)] =0 (A.27)

where the hypothesis v (X)=x* is used to evaluate the partial derivatives K| and K». Since v//(¥) <0, this can only be
satisfied if K (x*,x*)+ K» (x*, x*) =0. But for any x € R, the value v (%) is implicitly defined by K (¢ (%), X) =p so that by the
implicit function theorem ¥’ (%) = —K» (¥ (%), X)/K1 (¥ (%), ). From (A2T) we know (%) < 1 for any & and since K <0
from [Cemma 2 we conclude K (¥ (X),%)+Ka(¥ (%),%) <0 for any . For =x* in particular, Kj (x*,x*)+K»(x*,x*) <0
so we have the needed contradiction. Therefore v (¥) <x* for every X <x*. A symmetric argument shows ¥ (¥) > x* for
every X >x*. ||
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Concluding that there is a unique equilibrium in monotone strategies. To conclude part (i) of the proof, we
take an arbitrary X € R and solve the regime’s problem to get ®(x) and a(6,x) =A(6 —x) using the auxiliary function from
[Cemma 11 We use these functions to construct K (x;, X) from for each signal x; € R and use[Cemma 2lto conclude that
in particular K (X, x) = P(0, ®(X) — X, 0). We then use the intermediate value theorem to deduce that there is a unique z* € R
such that P(0,z*,0)=p. This gives a unique difference z* =6* —x* that can be plugged into the regime’s indifference
condition (A7) to get the unique 6* = ®(x*) €[0, 1) such that the regime is overthrown if and only if < #*. The unique
signal threshold is then x* =6* —z* and the unique hidden action function is given by a(0):=A(0 —x*).

(ii) Iterative elimination of interim strictly dominated strategies. We can now go on to show that
there is no other equilibrium. The argument begins by showing that for sufficiently low signals it is a dominant strategy
to participate in the attack on the regime and for sufficiently high signals it is a dominant strategy to not participate.

Dominance regions. If the regime has 6 <0, any mass S >0 can overthrow the regime. Similarly, if the regime
has 6 > 1 it can never be overthrown. Any regime that is overthrown takes no action, since to do so would incur a cost
for no gain. Similarly, any regime 6 that is not overthrown takes an action no larger than the a such that 6 =C(a). Any
larger action must result in a negative payoff which can be improved upon by taking the outside option. Given this:

Lemma 4. There exists a pair of signals x <X, both finite, such that s(x;)=1 is strictly dominant for x; < x and s(x;)=0
is strictly dominant for x; > X.

Proof of Lemma 4. The most pessimistic scenario for any citizen is that regimes are overthrown only if # <0 and
that regimes take the largest hidden actions that could be rational a(0):=C~1(0) for 6>0 and zero otherwise. Let
P(x;):=Prob[6 <0|x;, a(-)] denote the probability the regime is overthrown in this most pessimistic scenario. Part (a) of
[Cemma Aholds for hidden actions of the form a(#) and implies P’ (x;) <0 for all x;, and since P(—o0)=1 and P(4+00)=0
by the intermediate value theorem there is a unique value, x, finite, such that P(x) =p. For x; <x it is (iteratively) strictly
dominant for s(x;) = 1. Similarly, the most optimistic scenario for any citizen is that regimes are overthrown if & <1 and
that regimes take the smallest hidden actions that could be rational @(#):=0. Let P(x;) :=Prob[# < 1|x;, @(-)] denote the
probability the regime is overthrown in this most optimistic scenario. A parallel argument establishes the existence of a
unique value, ¥, finite, such that P(¥) =p. For x; > X it is (iteratively) strictly dominant for s(x;)=0. ||

Iterative elimination. Starting from the dominance regions implied by x and X it is then possible to iteratively
eliminate (interim) strictly dominated strategies. Recall that S(w):= ®(—+/aw) and A(¢) := argmin,- o [S(t+a)+C(a)].
Again, these auxiliary functions do not depend on any endogenous variable and in particular do not depend on citizen
thresholds.

Lemma 5. Let x,,41 =V (x,) forn=0,1,2,... where

K (xn),xn)=p

(a) Ifit is strictly dominant for s(x;)=1 for all x; < x,,, then the regime is overthrown for at least all 0 <0, :=0(x,)
where the function ® :R — [0, 1) solves

BO(x)=S(0(x) —x+A(B(x)—x))+ C((O(x) —x)). (A.28)

Similarly, if it is strictly dominant for s(x;)=0 for all x; >X,, then regime is not overthrown for at least all
0>0,:=0(%,).

(b) Moreover, if it is strictly dominant for s(x;)=1 for all x; <x,, then it is strictly dominant for s(x;)=1 for all
Xi <X, =V(x,). Similarly, if it is strictly dominant for s(x;)=0 for all x; > Xy, then it is strictly dominant for
s(x;) =0 for all x; >X,4+1 =Y (x),).

Proof of Lemma 5. (a) Fix an x,, and X, such that citizens with signals x; < x,, have s(x;) =1 and likewise citizens with
signals x; > X, have s(x;)=0. From[Cemma 4 this can be done at least for the signals x, ¥ that determine the bounds of the
dominance regions. All citizens with signals x; < x,, have s(x;) =1 so the mass of subversives is at least ®(/a(x,, — 6 — a)).
To acknowledge this, write the total mass of subversives

P(Va(x, —0—a)+AO+a) (A.29)

for some function A :RR — [0, 1]. First consider the case A(-) =0 where only citizens with x; < x,, subvert the regime. From
[Cemma Tlthere is a unique threshold 8, := ©(x,,) € [0, 1) sustained by hidden actions a(6) =A(0 —x,,) solving (AG)-(AT7)
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such that the regime is overthrown if 6 <6, =®(x,,). Now consider the case A(-)>0 where some citizens with signals
X; >x, also subvert the regime. The proof that the regime is overthrown for at least all & <®(x,,) is by contradiction.
Suppose that when A(-) >0 regime change occurs for all 6 <6, for some 6, < ®(x,). A marginal regime 6, must be
indifferent between being overthrown and taking the outside option, so this threshold satisfies 0, =80, +ay —x,)+C(a,)
where &, >0 is the optimal action for the marginal regime ,. Then observe

O, = P[Va(x, —Ox,) —AO®x,) —x,))+CIAO,) —x,)]
P[Va(x, —O(x,) —a)l+C(a),
< ®[Valx, —0(x,)—a)]+A@,+a,)+C(a),  foranya>0

where the first inequality follows because A(-) minimizes ®[/a(x, —6 —a)]+ C(a) and where the second inequality
follows from A(-) > 0. Taking a=a, >0 we then have

O(x,) < PlVe(x, —O(x,) —an)l+ A, +an) + Clan)
Ve (x, — O,) —an)+ Al +an)+ Clan)
+O[Va(x, =0 —an)] - P[Va(x, —6,—an)]
O+ PLVe(x, — O(x,) —@n)] — PV (x, —6p —in)]

On

where the last inequality follows because the hypothesis G, < O(x,) implies P[/o(x, — Op—an)] > D[ a(x, —Ox,)—
@p)]. This is a contradiction, and so 6, > ©(x,,). Therefore, the regime is overthrown for at least all 6 < ®(x,,). A parallel
argument shows that if it is strictly dominant for s(x;) =0 for all x; > X,,, then the regime is not overthrown for at least all
0>0,:=0(,).

(b) Since cumulative distribution functions are non-decreasing, for any beliefs of the citizens, the posterior probability
assigned by a citizen with signal x; to the regime’s overthrow is at least as much as the probability they assign to 6 < ©(x,,).
Equivalently, K (x;,x,)—p is the most conservative estimate of the expected gain to subverting. From[Cemma2land the
intermediate value theorem, there is a unique x,,, | =V (x,,) solving K((x,),x,) =p such that if it is strictly dominant for
s(x;)=1 for all x; <x,,, then it is strictly dominant for s(x;)=1 for all x; <x,,. Similarly, there is a unique X, 1| =¥ (x,)
solving K((X,),x,)=p such that if it is strictly dominant for s(x;)=0 for all x; >X,,, then it is strictly dominant for
s(x;)=0 for all x; > X,11. Applying the proof of part (a) at each step then completes the argument. ||

I\

IA

Concluding that there is no other equilibrium. Let x,:=x and X :=Xx and generate sequences {x,}°2 from
X1 =¥(x,) and {X,}32 ) from X4 1 =¥ (X,) where
KW Gn),Xn)=p (A.30)
and
K (x,),x,)=p. (A31)
Part (a) of [Cemma3] maps the sequences of citizen thresholds {x,}32, and {X,}°2,, into monotone sequences of
regime thresholds, {0,122 from 6, :=©(x,) and {#,}22 from 6, := O(X,). Moreover, by [Cemma3l the function ¥ (-)
generating the sequences x,41 = (x,) is continuous, has a unique fixed point x* =1 (x*) with derivative ¥'(x*) € (0, 1)
at this fixed point and upper bound ¥ (x,) <x* for all x, <x*. From below, the sequence {x,}>° is bounded above,
strictly monotone increasing and so converges x, /' x* as n— oo. Similarly the sequence {6,}7° is bounded above,
strictly monotone increasing and so converges 6, /16" =: ©(x*) as n— oco. From above, symmetrically, the sequence
{Xu}o2, is bounded below, strictly monotone decreasing and so converges X, \(x* as n— oo. Similarly the sequence
{0n}52 is bounded below, strictly monotone decreasing and so converges 6, \ 0" =: @(x*) as n— o0o. After a finite n
iterations, the only candidates for a citizen’s equilibrium strategy all have s(x;)=1 for x; <x,, and s(x;) =0 for x; > X,
with s(x;) arbitrary for x; € [x,,,X,,]. Similarly, the only candidate for the regime’s strategy has the regime abandoning for
all @ <@,,, not abandoning for 6 > 6, with arbitrary choices for 6 € [Qn,@,,]. At each iteration, these regime thresholds are
implicitly determined by hidden actions a,,(0) :=A(0 —x,,) and a,(0) :=A(6 —X,,) respectively. In the limit as n — oo, the
only strategy that survives the elimination of strictly dominated strategies is the one with s(x;) =1 for x; <x™ and s(x;) =0
otherwise for citizens, with the regime abandoning for 6 <6* =@®(x*) and hidden actions given by a(6)=A(6 —x*).
Therefore the only equilibrium is the unique monotone equilibrium. ||

A.3. Proof of Proposition 2

Since the regime benefit function B(6, S) satisfies the Spence-Mirrlees sorting condition we have, for any 6 > 6’ and any
S>5', that
B(6,5)—B(9,5)>B©®',S)—B(®',S). (A.32)
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That is, stronger regimes benefit at least weakly more from a smaller aggregate attack. The proof that stronger regimes
choose higher apparent strengths is by contradiction[d Suppose that regime 0y >0, chooses apparent strength yy =
y(6r) <y =y(6L). Then the weaker regime must be paying a higher cost
ClyL—0L)>Cyn —01) = C(yr —6H). (A.33)
Moreover, since yy. is optimal for 67,
B(OL,S(yL)—B(OL,S(n)) = C(yL —0L)— C(yn —61) > 0. (A.34)
That is, since the cost of choosing yy, is greater, the benefit must be greater too. But then since B(6,.5) is strictly decreasing
in S it must be that S;, =S(y) <SSz =S(yx). In short, a higher apparent strength is chosen only if it induces a smaller
aggregate attack. But since 6y >0y, and Sy > Sy, from the sorting condition (A32), we then have
B(6n,S1) —B(0H,SH) = B0, SL) —B(0L,SH) > 0. (A.35)
Since higher types can achieve a desired apparent strength at lower cost, i.e. C(yr —6n) < C(yu —6n), can only
be true if
B0y ,SL)—C(yr —On) > BOu,Sn) — C(yn —6n). (A.36)
But this contradicts the optimality of yy for 6. Hence yi >y, and hence y(0) is increasing in 6. ||

A.4. Proofs of Proposition 3, Proposition 5, and Proposition 6

Preliminaries. The proofs of Propositions 3, 5, and 6 are similar. To begin, substitute the regime indifference
condition @0) into the citizen indifference condition (I9) to obtain

1
d>[\/&(0*—x*)]=1L6* & 0 —xt=—! (%6*). (A.37)
-p —-p
And now substitute this expression for the difference * —x* back into the regime indifference condition @0 to get a
single equation characterizing the critical regime threshold 6*, namely

oot ({07 ) =Vavewan + o ay) (A.38)
NG l-p

(using the fact that y is implicitly defined by ¢ = /a¢(/ay)). Now define the composite parameter z:=c//a >0 and

observe that in terms of this parameter
0
Jay=_[2log (?) =:8(2)

so that (A38) can be written in terms of the composite parameter z alone, namely

0*+

T(6%):=6" 420" (1%,9) = 8()p(8(2) + D(—5(2)). (A39)

All of the results in Propositions 3, 5, and 6 follow straightforwardly from the comparative statics of 6* with respect to
z. Implicitly differentiating with respect to z gives

00*
TN+ <1%p"> =820/ (8(2)8'(2)+8'(2)p(2) — (—5(2))8 (). (A.40)

The right-hand side can be simplified using symmetry, ¢(—38(z))=¢(5(z)), and the property ¢(5(z))=z so that
¢'(8(2))8'(z)=1. Thus

06"
T/(e*)TZ +<D7l (1’%179*> =4(2). (A41)
Then because 77(6) > 0 for all & we have that
0 * * lfp
E@ >0 & 0% <buyiii= 74)(8(1)). (A42)

And because T'(9) > 0 for all & we have 8* <0 if and only if T(6*) < T (Ocrit). Applying T(-) to both sides of equation
and simplifying we have that the regime threshold 6* is increasing in z if and only if

p<P(8(2)). (A.43)

Since 8(z) >0 and ®~!(p) <0 for any p < 1/2, this condition is necessarily satisfied if p <1/2. Using the definition of
8(z) and rearranging then gives

0 * * 1 —1 2
Z0*>0 & z<gti=¢(0)exp —7max[0,<l> (p)] . (A.44)
0z 2

This condition is the key to the proofs of each of Propositions 3, 5, and 6 below.

8. I thank an anonymous referee for suggesting this proof.
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Proof of Proposition 3. 1f a <a(c):=(c/¢(0))?, any regime is at a corner solution and has hidden actions
a(0)=0. In this case, the regime threshold is the same as in the Morris—Shin benchmark economy, 0* =1—p forall « <a.
Otherwise, for interior solutions, the comparative statics are found by using the definition of the composite parameter
z=c/+/a and the chain rule

Dol c 93, (A.45)
da 2 ay/a 9z
Hence
i9*<O & i6’*>0 & z<Zt. (A.46)
da 9z

And then on using the definition of z and rearranging
¢l * * —1 2
—07<0 & a>a’(ep)i=aloexp max [o, ® (p)] . (A47)

Now to establish that limg—_, o, 6* =0, observe that for any w € R the cumulative density ®(y/aw)— L{w >0} as a —
00, i.e. to the indicator function that equals one if w>0 and zero otherwise. Moreover, as « — 0o the parameter y =
V0og(a/a)/a— 0and ®(—./ay)— 0. Applying these to (T9) we see that for large « solutions to the citizen’s indifference
condition are approximately the same as solutions to

]l{e*—x*>0}=—1pfp(e*—x*)c. (A.48)

The only solution to (AZR) is 6* —x* =0. So as a — oo, solutions to ([ approach zero too. Then from the regime’s
indifference condition @Q), if 6* —x* — 0 it must also be the case that #* — 0 as claimed. ||

Proof of Proposition 5.  Similarly from the chain rule

) 1 9

o= —— —_p* . A.49

dc Ja 9z (A.49)
Hence eliminating the derivative with respect to z between (A&Z3) and we have

d Gl

I S (A.50)

dc c 0z

Multiplying both sides by ¢/6* >0 then gives the stated relationship between elasticities 7). Thus the cost effect is
twice as large in magnitude as the signal precision effect. Observe that for corner solutions, & <a(c):=(c/$(0))?, both
these effects are zero. Otherwise, if @ > «(c) the signs of the two effects are determined by whether « is larger or smaller
than o*(c,p) but are always opposite to each other. ||

Proof of Proposition 6.  Now let the composite parameter be

c(n)

no

Following calculations identical to (BA37)-(AZ4) above, the equilibrium threshold 6* depends on n and & only through
this composite parameter with the comparative statics with respect to & being obtained exactly as in Proposition 3 above.
Then using the chain rule

90* 90" 9z 90*  90* 0z
=——, and — = (A51)
on dz on aa 0z 0
Eliminating the derivative with respect to z then gives
30 az [ dz\ ' 80
_ %z é . (A.52)
on  on \ da da

Calculating the derivative of z with respect to & and then multiplying both sides by n/6* > 0 then gives the relationship

between elasticities ot al 3l026*
0go” _ _,dlogz dlog " (A53)
dlogn dlogn dloga

And then using )
dlogz  '(mn 1

dlogn ~ c(m) 2
gives the stated relationship between elasticities, equation @9). ||
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A.5. Proofs of Proposition 4 and Proposition 8

Preliminaries. These results concern asymptotics with respect to the signal precision . The overall proof
strategy is similar in that in both cases I adopt a guess-and-verify method, guessing the asymptotic behaviour of the
equilibrium and then verifying that the relevant equilibrium conditions are satisfied. Proposition 4 holds for the benchmark
model for which we know, from Proposition 1 above, that the equilibrium is unique. Proposition 8 refers to an extension
of the benchmark model for which it is not known if the equilibrium is unique. Proposition 8 applies to any monotone
equilibrium of this extended model but leaves open the asymptotics of other equilibria (if any).

Proof of Proposition 4.

Equilibrium conditions. For a general convex cost function C(a), the key equilibrium conditions are the marginal
citizen’s indifference condition, which can be written

(1=p)@(Ja(0* —x*)) =p/: Vap(Ja(x* —6—a(9))do (A.54)
and the regime’s indifference condition
0 = O(Ja(x" =6 —a(6*)) +C(a(*)) (A.55)
with the regime’s hidden actions a(0) satisfying the first-order condition

Cla@)=vap(Vax*—0-a®)), 6=6". (A.56)

Guess-and-verify. We now guess that
lim Va(x* —0* —a(@*))= lim Ja(0* —x*)=—o0. (A.57)
a—>00 a—>00

For notational simplicity I suppress the dependence of the equilibrium thresholds and hidden actions on the signal
precision «. Note that the equilibrium hidden actions a(6) depend on « both directly (via the auxiliary function A(-), as
defined in () in the main text) and indirectly via the citizen threshold x*. To verify this guess, first observe that if the
first limit in &37) holds, then from we have 6* = C(a(6*)). Similarly, if the second limit in (&37) holds, then
®(/a(6* —x*))— 0 and the value of the integral on the right-hand side of (&34) has to converge to zero in order for
this guess to work. Plugging in the first-order condition this requires

lim /OCC/(a(Q))aP:O. (A.58)
o—>00 0%

Since 6* €0, 1] for any & and the composite function C’(a(6))) is non-negative and uniformly continuous in « for any
6, this can only be true if the hidden actions a(f)— 0% for all  >#*. But if a(9*)— 0" for the marginal regime then
C(a(6*))— 0T and so #* — 0T too. Hence we have the result that for high enough signal precision, even the most fragile
regime can survive.

Now for the limit as @ — 0T Recall that for this part we assume strictly convex costs and that C'(0)=0. Let o — 0T
and guess that /ax* — 0o holds. Then x* — oco. Since 6* €[0, 1], we have /a(x* —0*)— oo and the integral on the
right-hand side of (&234) needs to converge to zero. Hence, by (&38), a(9) — 07 for all @ >6* [Note: the strict convexity
plus C’'(0)=0 is used here so that continuously holds even as @ — 0; with a jump in the marginal cost at a=0,
this would not generally be true]. But if a(6*)— 0%, 6* €[0, 1], and /ax* — oo, then from the indifference condition
the regime threshold 6* — 17. ||

Proof of Proposition 8.

Equilibrium conditions when there is an opposition. Consider a monotone equilibrium with thresholds x*,6*
to be determined. The aggregate attack facing the regime is S(6,a, €) = ®(/a(x* —0 —a+e)) and the first order necessary
condition characterizing the regime’s hidden action can be written

C'(@)=Vap(Ja(x* —0 —a+e®))), 0>06" (A.59)
with a(6) =0 for all & <6*. Similarly, for the opposition
C'(ke)=+/ap(Ja(x* —0—a(®)+e)), all 6. (A.60)

Combining equations (A.39) and (A.60) and using the strict convexity of C(-) we have that for all 6 > 6* where the regime
survives

a(@)=«ke(H), 0>0%. (A.61)
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Thus if the regime survives the regime’s actions are larger than those of the opposition if and only if k > 1, i.e. when the
regime has a cost advantage. Plugging in e(9) =a(6)/k into gives

C/(a)=\/&¢(\/&(x*7971{;]a)), 0>6* (A.62)

which can be implicitly solved for a(@) for all 6 > 6*. For 6 <6* we have a(9) =0 and we can solve for e(9) from
C'(ke)=+/ap(Ja(x* —0+e)), 0 <0* (A.63)

Conditional on x*,0* equations (A.&1), (A.&2), and (A.G3) characterize the functions a(8), e(#). The thresholds x*,0* are
then determined by the regime’s indifference condition, which can now be written

K

0 :<I>(ﬁ(x* —6* = 1a(9*)>> 1Ca6*)) (A.64)

and the citizen’s indifference condition, which can likewise be written

Kk—1

6* oo
(U-p) | Vap(Jax*—0+e®))do=p /e Vag(Va(x—o—-——a)))ds (A.65)

K

(analogous to above but recognizing the opposition’s action e(6) on 0 <6* and a(f)=«e(f) on 6 >0*).

Guess-and-verify. Now guess that
lim aa®)= lim ae(®)=0 and lim a(6* —x*)=—o0. (A.66)
a—00 a—00 a— 00

To verify that this is an equilibrium, begin with the regime’s indifference condition and observe that since a(6)— 0 as
a— oo for any 6 we know C(a(6*))— 0 and so by the last limit in we have ®(/a(6* —x*))— 0. Therefore
from the regime threshold 8* — 0™ too.

‘We now need to verify that this is also consistent with optimal behaviour by the citizens and by the opposition. Using
the regime’s and opposition’s first-order conditions we can rewrite the citizen indifference condition as

o* 00
(1 —p)/ C'(ke(0))do :p/ C'(a(9))d6.
—00 o*

Now under the conjectured equilibrium e(8) — 0 and a(8) — 0 for all § so the marginal costs C’(ke(8)) — 0 and C'(a(9)) —
0 for all 6 too. Then using 6* € [0, 1] for all & and that both integrands are non-negative and uniformly continuous in « for
each 6 we can pass to the limit as @ — oo to conclude that both integrals evaluate to zero also. So the citizen indifference
condition holds in the conjectured equilibrium.

Finally, observe that optimal behaviour by the opposition requires the first-order condition C’(ke) = \/a¢( /o (x* —
0 +e)) to hold for all < 6*. Butif the thresholds x*,0* for the citizens and the regime satisfy the limit \/a(6* —x*) — —oc0
as conjectured in then indeed the opposition’s best response is for e(6) — 0 for all & <6* [Note: we already know
that e(8)=a(0)/x — 0 on 6 >6*]. Hence this guess works, i.e. the conjectured equilibrium as ¢ — oo is consistent with
both the regime and citizen indifference conditions and with optimal behaviour by the opposition. Thus as o — 0o we have
6* — 0T and hence for signal precision « large enough we have regime threshold 6* strictly less than the Morris—Shin
benchmark 6y = 1—p despite the oppostion. ||

A.6. Proof of Proposition 7 and related details

Consider a monotone equilibrium with thresholds x*,0* to be determined. The aggregate attack facing the regime
is S(6,a)= ®(y/n(a)(x* —0)) and the first-order necessary condition characterizing the regime’s hidden action can be
written

9
C'(a)=(6—x*)¢ (Jn(a)(x* —9)) SV, 6z6". (A.67)

As usual, for 6 <6* we have a(9)=0 before jumping discretely at 6*. For 6§ >6* the hidden actions solve (A&7 and,
as in the benchmark model, are determined by the difference 6 —x*. Now however the sign of a(9) is the sign of the
difference 6 —x* (since the cost function C(a) is symmetric about zero, the normal density is strictly positive, and n(a)
is strictly increasing in a). In particular, a(0) <0 for 6 <x* and a(0) > 0 for 6 > x*. Since n(0)=:« and n(a) is strictly
increasing, we then have n(a(9)) <« for 6 € [6*,x*) and n(a(9)) > « for 6 > x*. If x* <6* then [6*,x*) is empty and we
simply have n(a(9)) > « for all @ > 6*. The knife-edge regime with type just equal to the citizen threshold 6 =x* chooses
a(x*)=0 giving the neutral outcome n(a(x*))=a. ||
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Equilibrium conditions when regime controls number of signals. To solve this version of the model, observe
that conditional on x*, the first-order condition (A&.:67) characterizes the function a(f) and hence n(a(f)). The thresholds
x*,0* are then determined by the regime’s indifference condition, which in this version of the model can be written

9*:<I>(\/n(a(G*))(x*—9*)>+C(a(9*)) (A.68)

and the citizen’s indifference condition, which can likewise be written

(1-p)@ (Ve (0™ —x7)) =p/9* Va(0)$ (v n(a@)" — 9)) do (A.69)

(analogous to (A34) and using n(a())=n(0)=:a for & <6*). These two conditions are straightforward to solve
numerically for any given parameters «, p and cost function C(a).

B. FURTHER DISCUSSION

B.1. Can we transform this to a standard global game?

The signal-jamming monotonicity result suggests an alternative approach to establishing equilibrium
uniqueness. Namely, given monotonicity of y(@), perhaps we can transform this game by taking the relevant notion
of the “fundamental” to be the outcome y (rather than ) so that the regime is overthrown if its y is too low, with
standard global games arguments then being invoked to obtain uniqueness. Unfortunately, there is a key difficulty with
this approach. To ensure we are playing the same game, the citizens’ prior over y in the transformed game has to be
consistent with their beliefs about y(0) in the original game. We cannot simply take the prior over y to be the improper
uniform, for instance, since that would be completely inconsistent with the regime’s manipulation. In fact, to be consistent
with the regime’s manipulation, the prior over y will have (at least one) gap. Because y(6) typically jumps from y(6) =6
for 6 <6* to some y* =y(6*)>6* at the critical threshold, the prior will have to give exactly zero probability density
to the interval (0*,y*). Standard global games arguments crucially assume, however, that the prior has strictly positive
density over its support (e.g. [Carlsson and van Dammd @), Assumption A2) and that property would not hold in the
transformed game. Worse yet, if, to take what will be a leadmg example, the function y(@) is constant on an interval of

0, then this will put an atom in the prior over y (cf., m ). Standard global games arguments generally require
that the prior be sufficiently diffuse m m m ) and that property is

harder to obtain if the prior has an atom. In short, we cannot simply transform the game and invoke standard global games
arguments.

shows that this game does have a unique equilibrium and that this equilibrium has many of the familiar
global games properties. Rather than attempting to transform this game to a purportedly equivalent standard global game,
the proof uses the usual global games methodology of establishing dominance regions and iteratively eliminating (interim)
strictly dominated strategies. In employing this methodology, I make extensive use of the assumption that the benefit
B(6,S) is separable in 6 and S, a standard payoff assumption in the global games literature. In my model, separability
also allows the actions to be written a(f,%)=A(f —%) in terms of the exogenous function defined in . This greatly
simplifies the equilibrium fixed point problem. Without separability, knowing X is not sufficient to determine the whole
function.

B.2. Role of coordination

This appendix highlights the role of imperfect coordination in enabling the regime to survive even when signals are
precise. Suppose to the contrary that citizens are perfectly coordinated and receive one x =6 +a+¢. Collectively, they
can overthrow the regime if 6 < 1. In a monotone equilibrium the mass attacks the regime, S(x)=1, if and only if x <x*
where x* solves Prob[6 < 1|x*]=p.

The regime now faces aggregate uncertainty. It does not know what value of x will be realized. The regime chooses
its hidden action to maximize its expected payoff

a(f) € argmax |:—C(a)-i-/Oo max[0,0 —S()|vVead(Va(x—0 —u))dx:| . (B.1)

a>0
In a monotone equilibrium, the regime’s objective simplifies to
—C(a)—min[6, 1]d(Va(x* —0 —a)). (B.2)

Regimes with 6 <0 are overthrown and so never engage in costly manipulation.
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Example: strictly convex costs. Suppose that costs are strictly convex, C”(a) > 0. This implies all regimes 6 >0
will choose some positive manipulation a(6) > 0, even regimes that are overthrown ex post. The key first order necessary
condition for the regime’s choice of action a(f) is

min[6, 1]V/ap(a(x*—0 —a))=C'(a), 0>0 (B.3)

As usual, there may be two solutions to this first-order condition; if so, the smaller is eliminated by the second-order
condition. An equilibrium of this game is constructed by simultaneously determining a(#) and the x* that solves Prob[6 <
1|x*]=p.

The first-order condition implies that taking as given x* the regime’s a(f) — 0 as &« — c0. Given this, the probability of
overthrowing the regime Prob[6 < 1]|x] — IL{x < 1} as @ — oo. This implies x* — 1. With arbitrarily precise information,
the regime takes no action and so x is very close to 6. The mass attacks only if it believes 6 <1 and since x is close to
0 attacks only if x < 1. So if citizens are perfectly coordinated then for precise information regime change occurs for all
6 < 1. In contrast, if citizens are imperfectly coordinated then for precise information all regimes 6 >0 survive.

) provide a related analysis. In their model, if agents are imperfectly coordinated then for
precise information 6* can be any 6 € (0,6y;5] where 6 =1—p <1. But if agents are perfectly coordinated then for
precise information regime change occurs for all 6 < 1. Thus, when information is precise the two models agree about
the regime change outcome when agents are perfectly coordinated but come to different conclusions when agents are
imperfectly coordinated.
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